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jböj^uo 9 6JJuZl><Xj <59^4? 


^yljjLouûjb^ /jLuuJJj^S^J ^jjSdj ^Sj^) ^yJjS JlM/O^JgûJ Ubû9j4Jb /4J4 jIj ^ISdjûûuuJlj 4 jL5* J 99f LûilS ybj 9 j 
^û4->j<2LuJ Û 9 cJCûu> ^yLoj49 j4juJ 4jû9|j-^ dJLuiuu 4S99JJ4J ^4J i^jmjJşşJj 4J4jIj vSj^^ ^5 jLuu5*L> ^5uXmj4 j 4j <JjûjL4juJ 
9 C*Sj5 ^ûjUJ jjbj CjISûJ 4J4jIj ^Ij 4 jû 9 Jj 4 j 4J I9 uXuu ^yLojdS ^ylSûJjljj^f JyljXf .Ojj5"ûJ <p*4j ^ylSdblS 
04 jL4j 9 jl5*4jjLuj4XjuJj 4] j4Jb Û99 JjJ jLS*4j jLoj JJ 9S ^yLoj djlo^Jl^j <3 ûJÛû 94 j I J 4S99JJ4J ^4) .JjljûjLuJ jLSûj4juJûjL> 
4 joJu ^yjjdjdud (JUX.il jj ^j j 4*J9-> L>4Jb Û9JWUJ99J j L ouuuj4S 4jjjJLXjuJ 4juu>9 4j15uo4> 94 S j4ajoIj4j /,jXiuJ 15 4ju>9J4jLS4j 45Lo4> 
{ ^£jSjdJbjd& Ju4> 4J jLoJş^juJ ^jjj4Xjuj4j4jO 94^ 9J /OiCf ljL>4j ^yljûjLuJ ^jjJdSdjJj^S 4ju> 94J IjûU ,jLo4Jb4j /4 juc> 
JL 045Û94J99J9S ^ylS4j ijjd&u viJjj JjL ^jS' 4 jû 9 Xju> 4 j 4j15uo4> 94S L> 99 J <JJUJ4j Lbû9j4Jb /Û99JJJJÛ9 ^y^^jLoj 

^ ^ v ^ 

/^jb 4 ju>9J4jLS4j 4ju>9J 45uo4>4j «ûjûjL4«jJ JjS ^jLoSuLfjS ^5uXJL> Ju4-> ^jujL /<JJ99ujuuj 49 ^y IjX5jû 9 (34XJUJÛ J viJû9 

.Û 9 ljjjjlj <jX>ûjy ^ylS45uo4> 4 j^!L> 94 S 9 j4juj 4J 4j^jj4ib 

v 

(dJLllLuJ Ju4> UI9 idSşjjjdj ^dj (a jjuuuJ9şj4) j4j J 9 j ( ^S'4 jû9Lo /4Luuj 4J ^5uJLbj4/uj4f 4S99JJ4J ^a4j ^ y uûûjjl J ^dSşjsJ 
v5û9juu>4 j OIS 94S / JjS <3 jj4juJ 9 uiluuuj4S ^ 4 jOJjL / 99J4S 9ljjJjl J 9 jJ Lb94i ^4 j / 99J ^yuJ^oJ j0uu>4Sû9Ju(I>9Lb /j 4 j 94 jo 4J 
45* ÛJI9J4J ljuoJ94Jb 9ljLoJ94Jb ^oL>uûj4juJ /!4j1jlXj « 3j9 J vS^*^ 4aJuû5* ^4j ş^jjşS ^yoJu 4 S IjûjLu duudS <jLujL /99^ Luj9^b 
jjîuûj L> uo45 9^J4j /û94j15u ^5jj4ajJ O 94 S vUuuJûJj4j ^ 54^99 jj4j ^4j j4J4j 4juj4S 94S ^jl^l^/Jb .Û94Û99J JJ99 jjLj 

.^ÛJU J94 & jjuujL 9 jûuujL L /û94j15u 4juu9 jLo4Jb I JUÛ94S JLL>9>4j 


201 6 — j>juLb4j 9 jujIS 



RTT: Round Trip Time 5 

lXL j ^5993X0 6 


MTU: Maximum Transmission Unit 14 


TTL: Time to Leave 17 
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NTP: NetworkTime Protocol 24 
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PING 

Packet Internet Groper 


♦♦ V V 

/(Network Administration Software) ^yjjöşjjdj ^dSi^djojdj di < 3 l£jjj 

Echo ) UI9 /Jjj\jdS\j £j \S 9 j LJui&öJjlSdu (ICMP) ^JşSşjşjJ 4j)!\şdboj4j /djdb\j ^ylSöjJuoU y IS<2U JUö şjdu 

.(Request 


ICMP: Internet Control Message Protocol 

Error — 4J40 ^yj^jlj ) Ij 4 j 15 * 99*^ ^J v 5 j 15 uLajU 9 ^ ûISöj ^jjSjuwj IP dS öjöjöjujL ^ 5 uCJ şSşj^jj 

<sj (ICMP ^jSduöbdu) dj 4 j 4 j 15 * 99J pdj (Simple Queries - ULj ,3ö9<iXu*XaXI) J^4j (Reporting 

x V ^ 

9 dSJjjS J^dj 4 j 45 * (Internet Protocol Suite) 4 ) 45 uLj 4 j d^Sy^jj ^ 4 $ /(ICMP Messages) ^ş'jJSjJ 

. (RFC 7 92 ) 4 j ö 9 Ijaa>U /uûojjöjlj ^jX) v ^ 5 'öj 4 aa) 

ûJU(Datagram) 4a54Jö wXJLXjLT 4J990J 9J /OXJj4XXJ y 154 j<lSL ^yjjU^J jdSöb jdujöjl> 4XuX5* ^93 ICMP ^ylS^LoLuu 

V V • ^ 

vjiS4olj4j 4 muuo4Jö 09 /ûuöJ ,jl54j4Jfc gşjodUb ^ylj4j 4 J 9 S 9 J 9 JJ ^û4j / (Destination) vÛuuj4j4o ^Xj> 4jD4j 

.jö>Xî U9i-L (Original Source) Oöj 4 û ,3091^1** 9J ö94Uj4föJ 

:< 3 u< 3 Jb ^JjS ICMP bö^öjl^i- ^ 

.\bjdjş\j \j$S 9 vjlS 4 XAA> 9 Jb ^y\£jdi 4j4)4jIj ^ 5 jXjJuö 9 j 4 j • 

V x V 

. v j15'ö 9 4Xa^XaX) y}dSd\ /vXjböJ vjLutmJ didJb f ^y\SdjJŞj\j • 
.Sj\SSdj\j £j\jmS\j> 9 J ÖJÖJUj4j0jL • 

V x x 

•vjJj JlSvXj 4)4jIj ^y I5'4juu> 94 ) dŞj j jŞ ^5uuuj4j • 


.!j<LÎ4jIj ^l^jjjoaL (j! jl><u j L^4 j jj jjj 4j (_yj _ij£ 4 _lu Llu j£j i uX ^LluLj jLo4Jl> c£LÎ4_öj£ 4J 4_ûjjj • ((J^jjj-“<>j) PfOtOCOl 1 
.(_lu4 (_1 lluö44j 4^4j4jL j4_lu4_Î (_1lluJJj 4 (_£jLjlj cilj j_> jJj ^jî 4j!_ij£ j4j L^j4j L>!j 4öj4jJj_luLö j _ij£4_> ^ i4j 4_A i_£jl_jlj (_£jjL>j4_lu ! Jûjjj4lu_u4J 2 

,Cu4jaJ 4 Hlu!jL (jr— 0 ^!jjj >~j4_(t> jjL) 4^4 _j L 4^ 4jjjj>sL j4j Jji-L 4j4jjj_LÛ j4j Destillcttioil 3 
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ICMP Message Header- ICMP^IS4^»4 j 


4 j 4 j uuJjU Jjuujlj /tJLuOûJ ^dSdCuuJj\j dj ^jLoJûuuU ^ j^LuLO) ^J^uJ ICMP dS ^djlS 99*^ 9 4 ) J99jluu)b do Jjljj 9J 

io^^juJ^Söj ^JjjşSdj 


bit # 0 


7 8 


15 16 


23 | 24 


31 


type 


code 


checksum 


additional information 
or 

0x00000000 


IdSdCLÛj]^ ^yl SdJjdo 

.J>\S<Xjj\jjLj\j şdidjb ^ö^IjJCu <d : 0 £>) Type • 
.4?4joLj4j ,3ö94juuujIj 3 j OlSöJ ^y LuuuuuuuJö J 45 öj 9-> 4? ^öJ^S 94) 4 uUjJ :Code • 

^ V 

4 ölS oISöj <3jU-> /93JMUU ^dSdj^jU cJ99>)4ö) 9J 4 jjaXöL>Jöjöj ^jLSLmjj <aaJ IL> :(^L>Jöjöj ^ySuuuj) Checksum • 

.( 0 x 4 d 58 :correct) 4J990J 9J /Iju 4 S' 4 Jj 4 ^ jLoîp' U9S' 4 olS' 9 

jlS^Ljjb jjjljSuL) /jj (m 94S'4juujj1 j dJ 99 A) 4 ^ 9^ Cujö^ jj^b CjI 6 Checksum 9J CjI 6 / 4^32 jlS 4 Ljjb 
p<xJ .IP Package 9U t ylS'4jjlJlj ^094^^09 9J c^sIm^öjû^ j\$> Jjduûdj /ö 94(IP Header) o4j^4J 094^^0^09 

: 4 j 4 LCjjI J 94J vjuuföJ LuujU y b j bö9öjl^> ^54^4^9 4J990J 
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<5ö>Im9 4j 9 ljjjjb j£> zs* ICMP « 54 L<£jb 9 U 4 J IjCu jloöjloU jZmîj vJö 9 :(Message Types) v jlS'<toL<b <£>£> 
09 4jLjj4j L*4Jb <J.«cX> 0 J <jlSöjo> 9 vjIS'öJa^ 4j <jLoyuuuuoXj 4jUjjjb 9 <U <3ö94XajujU 9 j /<j4jöJ ö9Jj4j 45*4ûûuJjb jl^L^ 

#m v ### # ♦ ♦♦ ♦#/ v ♦♦ ♦ ♦ ♦♦v # V f * * 

^ V 

.OlS'öJ <34S'4 joU <34juJ4S' 94 J J^L /j4jjIS'4j 4j|jU (<jIS'ö 94 jLc>uuuJ 9 4j4Jb) j4juj4J ^jLJIj 


:<JJ UUJ 99 JÖJ Ö9öjl^>4j <jIS*4oL4j 4j j4juJ ^ylS^4j4Jb ^J^S* 9J9J>4j dJj JU4Jb 


Type 

Code 

Message - Description 

0 (Echo Replay) 

0 

Echo Replay 

3 (Destination Unreachable) 

0 

Destination network unreachable 

1 

Destination host unreachable 

2 

Destination protocol unreachable 

3 

Destination port unreachable 

4 

Fragmentation required, and DF 

flag set 

5 

Source routefailed 

6 

Destination network unknown 

4 (Redirect Message) 

0 

Redirect Datagram forthe Host 

1 

Redirect Datagram for the ToS & 

network 

2 

Redirect Datagram for the ToS & 

host 

8 (Echo Request) 

0 

Echo request (used to ping) 


RFC ) <3l9J4j ZSjdSu I JuX>jj4jLu4J <jIS4joL4j < 3 jjLj < 3 jLjIj 9 J /(JLujjU 9 S- 4 J <jIS4joIj4j 99^o4Jb ö9öj4juJ ^S^j^LuL?- 94 S 
^SJulosS' 4 J (Replay) ^09 9 (Request) ^SjlS'^b 9 * (0/0 J^4J 8/0) 9 j£> <>uuujöj cJö 9 j 4 Jb .b(792 

<jL) olju 99 J 4j4Jb j 4 ^ 4 j ^ 4 j (JLuuj4j4jo 9 J cLjjjyöJ (IP Datagram) j 4 *j 4 J ^SjlS'^b .<JLJjjIS' 4 j IjiPing 
dS 4l4Jb (CMD) <jL ( <j ISûj aSL > 9 ) 4 J 990 J 9 j 4S öjöjöjJu <S4 oUj4j ^^Jb^j 4S'ö9bj4uuJ («JLuuuuo4 j - <j99 4S'4j4S'L 

:99jUbb <34aj4Jj9 4J990J ^û4j V-J09 /<S 4 SöJ 9^ 9 J9> J 4 S 4 J OlSöJ <j£l>4j 
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Host 



{jj J9->L) JjjSu (ICMP Messages) ICMP ^ISdloL 4j (^4j>j4^/cllX^4j) 4J 45oj JjJI^ûJ I 4J 

:4jl94J /OjjS’ûJ «JJ4j45oj Ju4j>4j Jjdiodu ijj <jJ^L> JjûJU 

:Oj4j5o jLjIS^J 9 Oj4->uI j jIS4joL4j ^yo4j>j4^uj OylyûJ :(CMD 9U ^Jj^j) CMD Firewall • 

netsh advfirewallfirewalladd rule name="All ICMP V4" dir=in action=block protocol=icmpv4 

.(allow) 9J (block) 0941*4^ jLjlS^u ^yl^jûJ 

b&- 9 

netsh advfirewallfirewalladd rule name="ICMP Allow incoming V4 echo request" 
protocol=icmpv4:8,any dir=in action=allow 

jljujdSjj jj oşlj^tSuj (any — ûû< ( _ y ?-j'tû>) JitdSoiŞS 9 (8) ojLoj’ ^Sojip- loo90j<Uo 94J 

.(echo request) ^(allow) 

V 

IuUjjJ>-OJ vJjj 4jLjL ^4j JjS’jjgjj 

protocol = { any I Integer I icmpv4 I icmpvö | icmpv4:type,code I icmpv6:type,code I tcp I 
udp } 

. Jlgjtjls 4) 094ÛM0U 9J ûUjiioo tS’Lob 4J 9U UI9 name 
.(ji«J-jlS’4J - block) 9 (jIjlX>4^jj - allow) CLuUoob ûS’LjU |j jIS’ UI9 action 

V ^ x 

.(090JOO - out) J45 4J (0909U - in) O-ljj-04 idJLj 4 X«oIjU 990 9» jl5’4j'4S’lj ^jjSjojgS’ ^4^ljU UI9 dir 


8 



Zj> 4 j jdjLiL 9^5 dS 34 ** $ûj ^jLujdudub $j JmjjşşL) 4 (interfacetype) vjylyöj Ij 45 LjL 4J 

. ( JCJb . . jb &S 4lXijllj jL /^j Lc SduS öjöJ dS <X * jjJ 3 j 4 j\ş ^jiS) ^j*j uj 45 j 4 IuLu djşşjbjşj j<Z*JjöJ 

!45 'LujL ^SLmjL Lilbö9j4ö 

jlL) öj /Cu| 45 'LjL IjöjXJ /Culjb 45^09 IjSLjLo 4uu4d)4luj j4juj<iI IP ^lyöj ilocalip 

,\jbş\y*jşşj 4 jIP 9 4 j j 4 uuj 4 j Igjdb 

.cJjuuJ99jöj ^S'öjöj ^U böjll /45L localip 3^4«* rremoteip 
.^yJp^U ^yj^j 9J any j^L /iphttps :4j99öJ 9J /Cjjy <309 jj jL /CLojmjşşjöj £jj$j <3öjLj : localport 

.cJjjuj99jöj ^bjbj ^yji^ böjll /45L localport ^jj/Uj :remoteport 
.IjJI 9 j 4 jU 4J ö 9 4 XjjuujLaj jjI 9 jL / <11 > jjuj 9J0 j ^yujuj 09 /vIajjS’öj 45 'öjLS' ^yLjö 9 :descnption 

j 9 jlaj 9 4J :( 99 j 9 45 LLi> ^jlSyjL - vjjj^U ^j^J tSöj4j>U4j) Windows Firewall Advanced Security • 

V 

.ö 9 4I)43u uiJLjj ^41*9 u $jbjS'4j ö 9 öj4juJ ^jLSLjL 309II jLo4J2>4j CHJI9JÖJ IjJI 9 j4jU 

(Inbound) 4 j 99 öj 9J /vjjj5öjJ4Jb 45'4 jjuö 9 j4j Sj&r vI-uujIj 3^ ^jSLJLS jLjL /ö 9 4 aj 45 ^öj Jl 9 j4jli 

.ö 9 4 Xjj 5 ^öj (39-* 3LjL) /vjj 4 ?öj (New Rule) j 4 juj 4J 4 jj 5 jLjL 

: v jj4S'öj(Custom) j 4 uuj 4J 4 jjS* 4 oIj böjll 


Steps: 

4 Rule Type 

4 Program 
4 Protocol and Ports 
4 Scope 
4 Action 
4 Profile 
4 Name 


What type of rule would you like to create? 


O Program 

Rule that controls connections for a program. 

O Port 

Rule that controls connections for a TCP or UDP port. 

O Predefined: 

AllJoyn Router 

Rule that controls connections for a Windows expenence 

(§) Çustom 

Custom rule. 


(jjjSLi jûûjj<ij (^yiLujfLKLö jj ^eû-ua-ui j<Lm<U i^<Glj<ij i^l£<LLuj^j<Lij^/(juij<i3j<clU ^jjjş. Istj :(<t£jjj interfacetype 
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All — <j15^LoUj4j ^4ib) / v j15'4Lm)4j j4uj4j CjJ 45'4LujU . N GXt jl)b 


: v jj4S'ûj (Programs 

il' New Inbound Rule Wizard > 

Program 

Specify the full program path and executable name of the program that this rule matches. 


Steps: 

« Rule Type 
S Program 

« Protocol and Ports 
« Scope 
S Action 
« Profile 
# Name 


Does this rule apply to all programs or a spedfic program? 


® AJI programs 

Rule applies to all connections on the computerthat match other rule properties. 


O This program path: 

Example: c:\path\program.exe 

%Program Files%\browser\browser.exe 


Browse 


Services Customize... 

Speöfy which services this rule applies to. 


i'jjdSöi ,3jlo (ICMP v 4 ) 4LoJj I-XJ94J /C-Jj jlSdJ^S^jŞ jj .Next ,>jIj 


Steps: 

4 Rule Type 
# Program 

« Protocol and Ports 

« Scope 
« Action 
6 Pnofile 
6 Name 


To which ports and protocols does this tule apply? 


Protocoltype: ICMPv4 

Protocol number: 1 ; 


Local port: 

Example: 80. 443. 5000-5010 

Remote port: 

Example: 80. 443. 5000-5010 

Intemet Control Message Protocol Customize... 

(ICMP) settings: 


& jl; <J<u IP <ub öÇ. 5 (interfacetype) 9 (localip) 9 (remoteip) ,_yUb ^9 \£j<Ub .NextJi>L 
:û99 ijS jLj y jloPublic IP Google DNS <to J böji) /jjdS'ûJ ^jLo c««J<u jL any <J<u>j<tû> 


Steps: 

« Rule Type 
4 Program 
« Protocol and Ports 
« Scope 
4 Action 
4 Profile 
4 Name 


Which local IP addresses does this rnle appiy to? 

O Arry IP address 
(§) These IP addresses: 


I I 



Customize the interface types to which this rule applies: 

Which remote IP addresses does tNs rule apply to? 

O Any IP address 
(5) These IP addresses: 


| Add... 1 

I M - I 

Remove 


Filililil 


Customize... 


lûtj i 4Û La jj-uj j jj netsh (^ojjjLjIa 
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<JI.u>94jLo 6 J 4ouJ IjöjX) dS duJuöşjdu dJ4jö^y^ ^4 j 9 <j9"^T ^ /vJjJ 45L^L ^j4ii^>j . NGXt jl)b 


:ljiOj5l>jböşj4j 4 ) OJJ (Block j^L 9IjaS45oj) U jLoIj ^^jLjL 94 S 


What action should be taken when a connection matches the specified conditions? 


O Allow the connection 

This indudes connections that ane pnotected with IPsec as well as those ane not. 

O Allow the connection if it is secure 

This indudes only connedions that have been authenticated byusing IPsec. Connedions 
will be secuned using the settings in IPsec pnoperties and rules in the Connedion Securtty 
Rule node. 


® Blocfc the connection 


1^>4j 4 aI> ^JUö9j4j j3j9> ^klS’ j4juj4j tCCLu 45'LujL /Cu>4j45öjIj jLoJj . N GXt jI)L 

<59^ ^öşöjöj 9J ^4 j iJCujöjşSöj jlS^Ljcp^U öj 4 jşjlaû§£ jdbujdJ dSdujJöşjdu UI9 ijudSbJ <3jLj (Public) 

:4 juJ ş\jjJu dSuj (u^JjjduHfj) 9 j LI9 


When does this rule apply? 


I I Doirain 

Applies when a computen is conneded to its corporate domain. 

□ Plivate 

Applies when a computen is conneded to a private network location, such as a home 
on work place. 

0 Public 

Applies when a computen is conneded to a public network location. 


:IjJI9j4jU 4 ] y 'uû\j <30944^^ 9J iCjSöj dSöjS ^jOmjö 9 9 9U < 319 ! j .Next <jI>L 


Name: 

I Block Public - ICMP Pndocol G 


Description (optional): 

1 .ICMP ^ j JJ 4J fl.S.fî.fî JU*. jM j ûluE^- 4£ Lkt u 


. Jljjdjli l _ y il5'LjL> ^XwJ 4J ^yUb 9 9» (Finish) jLib 

4jjI 5 jj lj 9S 1T >1^JÖ^ Ubö9j4/b UU.jS lSj IS/ 1 J >454^9 Im>L> j4m> 4J Cwtlj ^94jjS 4> 1T >1^JÖ^ jlo^5u> 

.Cu 45U (Disable - wd^!L»-U) 9 (Enable - viJ^Ls^) dS'Ljb ,0940455 ^jISOmjûj jlS'dj^S 


:<ulÊj /(Group Policy - ^yUi) 9U4J ICMP Messages j tdjjL><Ub • 
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Computer Configuration > Administrative Templates > Network > Network Connections > 
Windows Firewall > (Domain, Standard Profile) 


vJû9 jlodSöjÇ j<Juuj (> ylS'<Uj<aLo9J yt v jLo 4 S' 4 j (Standard j^i-L Domain) ^yjjSjjbj ^L 

Allow ICMP ) J<abuj4i 4 jjS .ö9Ij5LjLj jlSûjl^Lo- 4Î>dj 99A4& 9J jmuuoö$$J ^S$<Xj / 4 joJj 4 j OjuJû9j4j ISûj^jş^o^S 
:ö9ljjub ICMP 9J ^SujjS ^Sj4j viLckio}^ JjJLuöj Ij4jöj4j>J4j 94J /Jj4Söj (exceptions 


Windows Firewall: Allow ICMP exceptions 


£reviousSetting NextSetting 


O NotÇonfigured Comment 
® Enabled 
O Disabled 

Supported on: 


At least Windows XP Professional with SP2 


Options: 


Help: 


Allow outbound destination unreachable 
□ Allow outbound source quench 
0 Allow redirect 
0 Allow inbound echo request 
0 Allow inbound router request 
Q Allow outbound time exceeded 
Q Allow outbound parameter problem 
Q Allow inbound timestamp request 
Q Allow inbound mask request 
Q Allow outbound packet too big 


Defines the set of Internet Control Message Protocol (ICMP) message types 
that Windows Firewall allows. Utilities can use ICMP messagesto determine 
the status of other computers. For example, Ping uses the echo request 
message. If you do not enablethe "Allow inbound echo request" message 
type, Windows Firewall blocks echo request messages sent by Ping running 
on other computers, but it does not block outbound echo request messages 
sent by Ping running on this computer. 

If you enable this policy setting, you must specify which ICMP message 
types Windows Firewall allowsthis computerto send or receive. 

If you disablethis policy setting, Windows Firewall blocks all the listed 
incoming and outgoing ICMP message types. As a result, utilities that use 
the blocked ICMP messages will not be able to send those messages to or 
from this computer. If you enable this policy setting and allow certain 
message types, then later disablethis policy setting, Windows Firewall 
deletes the list of message types that you had enabled. 

If you do not configurethis policy setting, Windows Firewall behaves as if 
you had disabled it. 

Note: If any policy setting opens TCP port 445, Windows Firewall allows 


: 4 jISj 4 j 94) 


.jjjS ping 9J oböJCu 4 Îjj 4S'4jjuö9j4j : Allow Inbound Echo Request 
•JjIjIS' (Replay 9 Request) L djb oIjöj ^j 4 Îjj j\S 4 jJjö$j 4 j <5094^19^ :Allow Redirect 


:OjjjuJ99jJ IjlCMD 4) 4 jlö) 4 S ^ 4 j 4 Zujj£j /JjöSj Zj> 4 j 4 j\Sj 4 j 94J z\S j 4 Jb j 4 j 4 j 


gpupdate \force 


o^4j /JJjjSo ciljj (ICMP Messages) ICMP ^J)\S 4 jo\j 4 j L 4 ö> 091^0 jLoU \lj$JJjş 4 } 4S0J ^yjşjj j$j Lbö9j4Jb 

. LwumX# 9J 4jjJ4j öJjö$4j IjöjuJ 

4! j 4 Jb /<jûJûJ jLoJo jIS 4 oLj 4 j ^ljUj 94 ) LI9 /^ 4 Sj tjoL ICMP ^y\S öş\jjSjöş 4 jjLjIj 4 mJ L |0 uj jjLmu) 

y^j„jj (Wireshark) <Jö9 ^4j4oU>4j4J Jj4o4j *S .jlXö>..( v jIS'öj9j> 9 j$S) 9 (Source IP, Destination IP) 
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4aU)4j 4j Lgj4> <iSöj\S C4J940ÖJ /^4 5o Ö9I) ^y/jU U ^4^U 4jL5jöJ 4oUj4f ÖJ9J> 94f j4> 9 C-J940U ^4f /û^ljJCu 

^yuuj|j4j 45u^> /694ijj9JU 4juJjjJ 4jjlJlj 94 ^ L> Jj joJ4J4) 4 j|j /^jjûJU ^L>tÎ45 4 SûjIS^ v3<p* j9J^9 9U ^ylSû^ljSjLj 

Iv^jJjjûjI J û9û)I^> 4J jl5û9l&4& tuJLiSUb ^Sjl^-^jJuS 94J4 jIj ^sjl^jJ^ 9 J 4XUJJ 


.(Run As Administrator) «39J&4 j û 941 > 45 'ûj Windows Firewall Advanced Security • 


/jj^S'ûj (Advanced Security Windows Firewall on local computer) j4«i4l c*uujIj JjjS ûL>U • 

/Û94 XjjSûu «jJ4jûj4j>J4j / jj4S'ûJ (Properties) j4m)4J 4jj5^ IJU94J 
,3j9J> / Ijûj4aa) ^j^4j £yuj /4 jIjJu ^(Tab) ,>j4j jl^> /Ij4jûj4j>J4j 94J 
:OlS'ûJ ^SjLj v jl5'4juuj4dj4xAAj j4juj4J ^Jjöşjdj 


4j juû9-)4j ^ylS'ûjloU 9 j4j 9^095* :Domain Profile 
.^Solj ^Luo 4 j 99 ûj 4 j /^yJp^U Jujşj 
öjqj jduujdJdS 34 jLjuû9j4j 94J iSjûSSjj : Private Profile 
jL /IJ93-9U4J ^45uj9Lb 9 ijjo viJû9 /J^IjLuJ^j jL 54 o<p-U 

•t>o lgj 4 j 

.OX)j4LlJ LI9 /J^ljuûuj^j oLS'4uS'ûjûj ÛJ9J j4aa)4 I4? <34 jLjuû9j4j 94S Sj^SSjj :Public Profile 


Windows Rrewall with Advanced Security on Local Computer Prope... X 

Domain Profile Private Profile Public Profile IPsec Settings 

Spedfy behaviorfor when a computer is connected to a public netwoiic 
location. 


Firewall state: On (recommended) 

Inbound connections: Block (default) 

Outbound connections: Allow (default) 


Protected network connections: 


Cuştomize... 


Settings 


Spedfy settings that control Windows 
Firewall behavior. 


Logging 

U 


Spedfy logging settings for 
troubleshooting. 


viilS^j <jX> 4 Luj 4 j 4 o 94 J 9 J <v jj 45 u JS<£JJjj\j ^(Log - jLoip) Oj 94 jLoûJ Lqj 4 j / 4 juJ 4 S 0 J J\$dj dj jLojU 4 oJj IjûjJCl 
jdujjdJ djjS /(Logging) ^99 JLuuj 9JJ4J IJU94J (Public Profile) 4J99/OJ 9J t^dSöj <3jLj öşöjduj ^sûj^- ^yuj 94J 

•ojdSö^ (Customize) 


9 9U IJL94J jöşduujSöj (Customize Logging Settings for the Public Profile) «3 öj 4j>J4j pdj vjLXjL • 
.(Browse) ^duaS^j jdjjdJ jjjS' 4 jjS 4 f /OLS'ûj JjdSJjjj jlSdjjLJIj 4 S* < 34 Llfl 945 $j vjj^ûj <3jLj (Name) 42 x> 


. v jj4S'ûJ v.SjLj v jIS'4jjLjIj ^yuLMjSujdi 45'4JLLd «3sljJûU (30)^49 Iûû9j4û 
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Cystomlze Loggfng Settlngs for the Publlc Profile 


X 


Name: 

Size limit (KB) ; 


-..DesktopXping h4kurd\IC M P'-^îfinewall Jog 


Bnowse... 


i§; 


Log dnopped packets: 

Log successful connections: 


Yes 


Yes 


Note: If you ane configuring the log file name on Gnoup Policy object, ensune 
that the Windows Finewall service account has write pemnissions to the folden 
containing the log file. 

Default path fonthe log file is 
c isystemnoot% ,, vEystem32 ,, -Jogf iles'Jinewair'hpf inewall .log . 


OK 


Cancel 


/(No) 6$\jS<3j Zjj \jj6j<3uj4} (Log successful connections) 9 (Log dropped packets) JuuLuûj (JJ 09 • 

j<XmJ 4 J jImiL .6$<3S<\b\$ Quj ûjdS\j \jSJj (Ves) 4 joJj 

•' ♦♦ ♦♦ ♦ ♦♦ ♦ v V ♦♦ V " " " " 

,jjj5ûj b (OK) ^s<xx£$s 


99 JI& /ö 9 < 3 LL> 45 u û 9 < 4 .(Notepad - Run As Administrator) ^aLli tLuuuJ • 

4 LouJ 9J dSuUjJ <309^5 /Ö94U0J C. ob^JLS^ 1 0 <3l9 J < 34 Sö>)b 45 09 'vJ9b^9y <3A>99*? J9J /^1^099x^9^ 

: dJjJU 4 & Û 9 ÛJI 93 - 4 J /ICMP ^J şSÇşjj 4 J 4aaJjJ /Ij45 ^4 j4jIj4 J 


L jî| pfirewall.log - Notepad — □ X 

File Edit Format View Help 

icmptype icmpcode info path 


2016-05-11 01:27:23 ALLOW ICMP fe80::a94b:d81e:4279:558c fe80::1 - - 0 135 0 - SEND 

2016 05-11 01:27:23 ALLOW ICMP fe80::1 fe80::a94b:d81e:4279:558c - - 0 135 0 - RECEIVE 

2016-05-11 01:27:43 ALLOW TCP 192.168.1.2 62.201.215.117 55563 443 0 - 0 0 0 - - - SEND 

2016-05-11 01:27:43 ALLOW TCP 192.168.1.2 62.201.215.116 55564 443 0 - 0 0 0 - - - SEND 

2016-05-11 01:27:43 ALLOW UDP 192.168.1.2 62.201.215.123 55106 443 0 SEND 

2016-05-11 01:27:43 ALLOW TCP 192.168.1.2 62.201.215.123 55565 443 0 - 0 0 0 - - - SEND 

2016-05-11 01:27:43 ALLOW TCP 192.168.1.2 62.201.215.103 55566 443 0 - 0 0 0 - - - SEND 

2016 05-11 01:27:43 ALLOW UDP 192.168.1.2 216.58.214.193 55107 443 0 SEND 

2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.103 55567 443 0 - 0 0 0 - - - SEND 

2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.123 55568 443 0 - 0 0 0 - - - SEND 

2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.123 55569 443 0 - 0 0 0 - - - SEND 

2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.103 55570 443 0 - 0 0 0 - - - SEND 

2016 05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.123 55571 443 0 - 0 0 0 - - - SEND 

2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.123 55572 443 0 - 0 0 0 - - - SEND 

2016-05-11 01:27:46 ALLOW TCP 192.168.1.2 62.201.215.96 55573 443 0 - 0 0 0 - - - SEND 


2016 05-11 01:27:51 ALLOW ICMP 192.168.1.2 8.8.8.8 0 8 0 - SEND 

2016 05-11 01:27:52 ALLOW ICMP 192.168.1.2 8.8.8.8 0 8 0 - SEND 

2016-05-11 01:27:53 ALLOW ICMP 192.168.1.2 8.8.8.8 - - 0 8 0 - SEND 

2016-05-11 01:27:54 ALLOW ICMP 192.168.1.2 8.8.8.8 - - 0 8 0 - SEND 
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uuJ ^dj (Flled) viJ4jgj5 j 4 ib 9J v j 15 ’ 4 jjLuIj ^jûuuit £jj 

.dSdudSL ^yjjU e ylS' :Time 9 4S'4 j 4S'L ^yjjU «3>I9>4 j :date 

ö^Ij jCL> dSuj 4J93J0J y /Û94JIS0J ^yb^j IJU94J öuj 4 S'LjL ^SjIS' / Jl9j4jli ^ylSLjL^j ûjuû9j4j :action 

.(Allow) 

.ICMP 4J99XJ 9J /«JJjuuj99jöj 9 CjISûj 3>lo 4 S 4 j 451 j v 5 jSj ö 9 9 <jJjU y <3>9 j> :Protocol 

.<J^Juuj99jû j 4S'4j4S'L <59I^aSjû 9 j^i-L 9 IjJjy IP ^09^)^ :src~ip 
• û 9l>^Sj û 9 I jL|9^ 4/)lS 4) 4 S 4 j 4 SL 4 j 99 ^oj y /OJuuJ99jû> IP ^Jiujdjdj^ :dst-ip 

JCJb.. 

.4Îö9IjaSjö9 jL 9ljJ»>y dudS\jdj OûjU4juj oUûj <3>Lj ICMP ^y 4 xJjjb :icmptype 

.4S^ö9l^S>ö9 j\j 9l>J»>y djdS\jdj Cjû>Ij4juj oISûj <3jLj ICMP ^y 4 Luj>b <3^9^ :icmpcode 

Echo ) 9 (Echo Replay) b4S'4LuuuJ4) 45“ Ping ^yL>4i 4) (0 8) û9û>4uuj 34) li 99J 94S 34*99*5 y 

.<j(Request 

.vJjJUûjb v jlS'û9l>S>L9J 4 j>LjI> ^JLli 9U4J (-) ^djLL*j I94J (99 ■f^J) ^jlgljSLLu u uuuuJû > 9^1 vJJ4j>4û> jdSdj / ^JuuJvj 
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9 J> ^^yjU 8 9 Lb 9J ^yjU 56 /^y^j^SûjU^S OjU 64 4 j 4SL ^dj /Ojuj 4 j 4>0 9J OJjlJû.) IP 6 y45L *<SJuJ 
viJö 9 /4)4jIj ^^JjjS dilldjO^S' ^y I A>L uuuu>4j Oupuudû ,vJ4ö> ujCûu> Ubö9j4ö) . 4 S 4 J ^Sşjşjj ^jIj^SjLS* 9 ö94jJLL>9^ 

9 uA)U OI>ûJ OlS* 4 j ,yuuuu> 9 ju> c-Xa^ .(j£ib..C>lS ^SjöşJj /jjUj jL jJuoU 99 J vjl^ ^Hop û^l^9^° ^S Ö J U°J ) 

.(RTT: Round Trip Time) <3<)Jb4 > cûj^öj 4S4jjj4jl9i> /vjlS4jjLJIj ^yjjSjö9 


RTT: Round Trip Time 

V ^ 

cJ4jj99J j 4 Jb ^^ÎI^jU /<JJLXj 4SL j4Jb 9J IjJlSöjJuoU ^jI^Xj^J 4 j 4)4 jIj ( ylS4j4SL ,3ö94j|j4S 9 JJjU ^ylS <3j 99J (3 jö9Ju 
^dutogJjdj RTT <59ib4j (Destination 9 Source) LI9 /4S'4 Luj 4 j 4 o 94S'4 jjuö 9 j 4 j ^Jbuto 94 SöjJuoU <39^-9^ y 
4)99^ 9J /jöjX> ^jSLJ^^J^jJ j4Jb ^y lS4olj <34 juuJjIj 9 VJJ9JÖ9U 4XjjJ0J v34S'4jjjSuoU>u4j 9 <JL*J jSû J 4j l^Jy ^5 L> jju 9 
Ubö9j4Jb .(Data Packet) 04SL L>4> 4) 099jlg5uu> ^dutoşJJJjdj (Signal) <jJ 4 j 4 >LuuuJ j4Jb .ICMP Header 

.(PingTime) ping^ylS* 4 > o^IjjujU RTT 


:oISûj RTT ^s(Average) ^yljSuû ^jLSLo 4y4ju>9 4>99oJ ^dj 

S şjvrA 





Data j Header Section) cluj tiili <i£jj jjj <lJ t <d<blj yl£<^jj jcLlucU ojjj ^cbjLûtj jU<l>. ^ojl jSjS <lûjjj :(IP Packet) IP 6 

.^<£<0 «jIJ jjL^Lj j-^^ *(Payload Section 
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3$^ «^4*1* CJj^duaşS J4S4J «34J4 joLo dj\jj\Sjjj «3jbjS4j &S öj.St$i vjI^ 4 jIS S^JSS^i jdS&j IjRIT 4Î 

4j^J /4juU jOyjljdjlM) I jUlSLjlSjjuJ OjLoU 4 J «JJÛ jAU^Uj^ J&S&J /4juu> I-SjJjS JŞJ 4j0uU (^lluul) ^ 45* ûbö j J^ib 

V 

.^aj4j I J4J4Jb4j jduj$> C*J$4joU 


< 399 >** 

/1983 ^12 ^SuLo^J (Mike Muuss - 0^99^° «iLLo) vj4j 4J (Ijjjjb 9J <3J<)S) 094^1^99^ J9->U Ij5uuuJ99jj uXuu 
iS^S^ 4 jjJ {j\j\jdJb-dSdu$^ 4J 4 juujj i^J 4 j 94 j . UNIX < 3 j 4 >j 4 Sö 9 ^^yo^Xjuuuuuj 9^ JjSjLujşşjJ ^^Sjj uJjLo 

.uI1<uuul6>0 J «5jIS4j 9 <ûûuuuu>0 J uiJjuud4S 99j04Jb 4S9J4J04S böj^ 4 j09jum> 99^4S /^ljSSUb 

<39ib4j ljj4job j4juj 4J ICMP ^jJ^SipŞjj jLib / IP Network 9J oUbojjlS^j uiljj4jujûjl> ÛJ09 <Sla o 0IS94J 
.1 jS 094.(Sonar - j<xjşjj) ^L^J^jL S4J <39^4* 4jöj94S 4JIJ3S ^<Xj /ö94.(David Mills) jjj4j ^tS^uuuuuû 9094jbjlS 

.PING LuJ <39!! ûJjLo 4 jIj 9S ^4 j <jûL 

^ V V 

(Packet InterNet Grouper) ^ljSLj^S 09 /USENIX <Jö9 09ûjlS 945 «39^4^ CjjSjö 9 ^4i- viJL>j9j ^45 viLLo 
99J USENIX JJ^\jSb#*} (jJLxjlS viLLo Ub09j4ib .<x^^idj<xj ^JLmjYj ^jL^juj 4 jo 4 j 45^9^- /u-Suuu 4jbU 9I94J ^ULo 
j 9J ^99-uJ Ubö9j4& /u-Saju> 9*f 099 jXo ^jjjuujU 4 SşjjJ> ^<Xj !^J4j 94j /ÛJjSXl ^jJşS 9 vûuuuJ^S (PING) *S9j^Jf4j 
^^S9jju> ^jujU v 3 Jj 994 j j9j /(09L04J LuuuX> 4S) I JU4 Söj 4 jJLo 4J 94 j /^oIjlXj < 3J9J iS^Sjiri 9 vjl^'^^9’^' ^^j^ujjb 9^ OjSjö^Xl 
.fjjdSj ^jUjdSiuJuJ 9 3JJ9S 4 jL> 45 u ^JÖjl^U dSşjuJ* 94 ) «jju>IjöJ ^yujuJşJjdj «ju> 4 j 0 Uu> djşjjddb /OlSöJ uiuuJ 
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LdJJjt^ cr^jj^- j^(Kurt Wise) j^jKmjUi ‘jj^j^ ^U. ^<£<b 1933 oj<L(Marjorie Flack) ojljjJjlo ^jj^ ^45 

.öjjJşj^ (jyjlj-5 Crî-J^ 1958 <LÎ öjLûj 4jjjjLa 1989 <LÎ (^<l^<>j<LLujjj 
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99 j 9 1J9U 9 cLLIj JdSdJ Ljjûj OuUj .99 j(i_xLu - Ping /99J4& ol^> <399^^4x0 ojU ^S4 j9Ijjo /99^4? 99J4& 

.99^4 £t> ^sU^oU 99J 9 J-> 9 ^Lo C>94> 9 J99J öjjb 9<U Ubö9j4Jb /IjuIjj ^yuj 9 viJLujŞS- 

^Sjlf99J /(ö99j|>JulS j 4 juj 4 J ^UuS-^j ^L- 99 J 454 o 4 J 4 j) 99^4^ ^y^dS ^U- 99 J dS 99 j viJLuo 4 j 4 j jLJLo 

. ( 4 jLuu>U ^jö&jmuS v5jU99j ^jjjj jJjJ 4J 45 ujU 99 j) IjOjXSjU 

.. .. ♦♦ ♦ V ” ” ** *•* ** * V ** 


9 J99J Öjjb 9 i$ 4 S 1 >? ^wj 9 viJLuJ^S- 99J 9 ^jS^U 9 dbb 9 uXuu /ö94jUj4SöJ 9 0^4Jbj9j 4 jj<p- 4 S <JJ 4 JL> 4 j j 4 Jb 
9J J>jj 4 jöjb dSduadJdj jduudJ JI9S-9ÖJ4 j cJ 4 j <3I9J4j viJ 4 j ^199^04^ /Iju^Slj^oU 99J 9 J4S4J <54^40^0 C>94> 

.4S0JU99J 



IJU99JI9UJ9J ^y IS4J I jJljl^JdJ ^ 4 j /<j 45 u b* 4 Jb JjSöJ jb 45 oJ ^^Sljîp- 9 viJ99^u ^yjLo ^S^lj C 1 jj 9 j 99U04& JI945 

.4S4jI9juuuj 4S ^yJjS^SLU 9 J JjS'ûJlo ^jLuuuJöJ (^-^-^-^-^!) 


JI99J04Ö) J Lo 4S ö 94 S 4 j 9 L> 4 ö 4 ) 4 j şdSdSşşzo öJjJ j 4 juj 4 J /ö 94 jUöJ <jblj 4 Jb <JJ 4 j 4 j <JJ 4 j ö 945 uU ^ 45 * 0 ^ 9 J 4 jIjX> 9 u-SuLu 

.4S0JU99J j 4 uuj 4 J 99J 
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>4j 4 J /^yLoj^* 3&9^9^ 4juL^u 9 ^|9^b^ u1Luuu.>94j 4J uiJ^jö^/uuJ^j Ijj 9 J9J J9J / 99 , f^^*i^ 9^J9 4uuuuuo4ib uJC<Ll> 

39ly> JJI99J ^j 1 uuuj 4J Û9IJ <3 jIj 1 j £y ^y*ûl9 9^JJj 4S4j) 9 ^uuuu>45' öjLj) IjJOJ ^ 1 ûûûj 4J 4 JJj 4Juuuo4ib 39^ L9S' ^3094 > 

.(45'4o4)4j 3Jjj j4m>4J 


9J Ouuu> 3 Ö 9^ j4>4) /Lo4j jJ ^1945 3^9^ 9 v-xJb 4) \J>op c5uuu> /99JJJJJ j 4 aJuuj 3^^ 94 j «jJ 4 j 9 jö 9 uJ <>jL ^ 4 j 

V V ^ ^ v 

• 99Jj)ljj4Jb 34)4Jb 34XJJ u-xLu /£jJ 4> .y ^ 94 ) Ö 99 UJ 94 S J 99 J 3JLC>4ugjj49 ^yujlo dJL> Ju4Jb ^JjS^j 



/ û99 J G-o) 3 öjLoL cJ 4 j 3I9J4J cJ 4 j ^îlSljouolj 9 ^S^b 9 viLb û9û>99J4j û94uuLujI>4LujûJ 3^! uXwj Ij 4 j 15 94J 

b4oûJ 94) /JJuuj^jûJ jj>4> ^ylSlj^ûlS 9 ^lo /99J viJLjj 45 ûjL 99> ^y-cjj 4) oLuu> Ij 4 j 15 94) idSöljj 3^! 399 j 4 uJ^ 4l 
.45 ûJ>j 4J Û94S99UJJ4J 34jljc^ot> 99 J 9 J-> 94) 39)^0 JJI99 J /45 ö>L99j CmjjûS Ouuu> 


C-uuuu>94> 34Î jaim 5 auu> . (OJ94S û J> 4 j 34 i)>) d&öJjj jdbujdJ bşdCujduj jdSdj ^yjjo^j/j L^S /4jLuL>)9>45 ^y)jj 4 j jiuSuuu 

.iZ*J$d&jjdj 34i)j 



û9ûJ>Uj 3<p- 4jfjj 


3y4uuJ v3uuu> /û94jLuj45 IjuLouujL 4) u_5jLo 9 vijLb 1 J>4uuj4j 39^L*J 09 /Ij>Luj4^ 39*^ 3)4jL5 4 J 4095 <iLuuuj4J uiuuj 
.û94Xj94jûJ 45 û>Ij99> >4juj4J 45459jL> ^yujl^Xib^j o9^ J>5ûJ 3y4uuJ / J>5ûJ 3454 û4J 4j 39^T 
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OuLu Ol&öjJdUb j<p- jlv£aj\S i^y\S<xi\j 9U 4 j uLi-UûJ / 4 SLS 4)409^ <3 j! ö94jLoöJ Igi 4 j 4 > cLLj9<1aÎ) 99A4& «J 1 j 

.Ij4SöjU99j 4 ) 4juj4SjJ 9lgj4j4S ö94j*94S'öJ Sjirt 



v ^ 

09 Ij 4 'mjxj IJJLJ454J 45 * dluJ jlj^oU 99 J 9 JL> 94S / 4 juJ ^yiuJLSöj^ 9 ^lo / 4 juJ 9 (jJLj9-> 9 (JJ9U9 viblj LLuuuJ 94S 
.Ij4ÎöjU99j 4 J dSöJjöj Û9IS «3û9ûjl^> $öj 4 j JjSöJ ^54)40 /|jJLl9J4> jlj^S^ J jS ^uuJöJ uX Lu jLu> 



Ö9IJ ^ 15 * 4 x 54 ) 4 ^ /jlS^4S99^u 9 öjşdS duödjdj ,JjU böJ 9 vjJUböJ jLS 4 jo 4 J 4 j /IjJLouujU^J Ö94J99JÖJ jJjj 4 j j<p- vjJö9j4Jb 
vjjuLu 9J 99^4Jb vjU9l> 99J 4 jlo 4 l 4 > 9 4 $ 99J04& /vjLS 4 c> 4 j 4 jo 4 J 4 > 9 jSduLslodi $$A> 4 o 4 l 4 > 9 jlSûjl J4S9JL 9 ^jujLo 
vj94S4jo4J4> v 59^T ^ ö 9 99^4j ^9öj vS9^T vJ^^ 0 ^ (4S ^JU^j) c-5uuu> |0 jÎ4j /(^jlS^jl^juûui^S lSû9l> 4) uILuuj4j4jo) 

.cSjuO 9J 99J Jlo 4S vjl$4S 
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y ijdSto J <3^* ^Jirt ^y^^j cJC<ul> /ul«cO (jûöj (3j^ ^aa>Lo ^öJLaJU udJLXldbo^S' 4 j diloAl^U ^jLujU 

9 vjbdS' (Luu>9^oLo) j 4 juuö> 1 j y vjjuuuLö>OJ ^jjgjLo (vjL>9^ (JJ09) cL) 4 jöJLaJU j 4 Jb (JJ09 •ljöjlS’ 9^J Û99*^Q^ ö J j 4 ^- 9 ^yujLo 

.£y I JöJ ^ ö 9 û^99^f vjSdLuuöLo û^ «3J4 j4>jU ûj 13 945 v^y^J JjJş4j 



4>jjU /Cuiuu> vjLJLo j4ju> ^4>jl> i^yjj\j4j y|^l>öJ u_5uuu> LuuuuJ /uXuJ 4J 094^9 yöJ 9 *^Lj5 Û^öj5Lu>Lo 

.VJÖJLÛ99 ÖJ945 ^yujLo ^ylyûJuU^j jjSjdJb 4 5 ö94jLLo4j 99 >IjLm>4j JU99J ÖJUÖ94J jlS^ylyLS 



^4J4jO 9 Ö94J99JJ9AA> jI9>9öj4j lX<u.> /ûuuJ y j^Ub^j JjS* vjUaJöJ ÇTJS^ / 4 S 09 U J^juJ 4jLuu5J4Jb ^99^ 49^Jb I jSUu> 

.Ij45öjU99j 9JJ4J &S 09 I Jjöj duMjdS U JjS'öj 
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( ^ 5 uXS’) dXjSteuy 9 CLJ99 jxj ^yU ÖJJ99 09ÖJ99J4J /094 JjjS ^jjjIo pöJdu dSö$ti ^ööjdujj 0994ÎI& OuLu vlLXÎlS* 

*crî99^L^ uo 4 l 4 > 9J 099 Jp jL^Slauj /4S09U j<Luj 4 J 4 j 4 Jb (^>JjJ 





.d£öj\ J99JU- 4 o 4)4 j 4l 099JÖJ viLjj OJ)99 ûJ)99 4Î4jU ÛJJ99 Jjl^> dj Jj5 ^JiuJöl 0X0 


'0^:4 

jLo4J2>4j /û94S^4^o 4J4 j 4j û99jIjXuuj4j ciJjuuuU j^S* 4j ^JLujj j4juj 4J dllLu0j4> /99J viJL Xl 1 JLLo JjuuO / 99 J £^J ^jSjj^S IJ 4SÛ9U4J 
.(j jîljLuO 9J I J9 U 4J 4jjL ^û^Juûj^Lû) ûjLj) û94jLJlS4jo4j4j 4 j öşdJjJLuJdjöJ <XjöşZJj 94 j 4 S 4$oJ ^luJdS 99J04& ^Û^IJj 



.^jXJ JjUûJ yjJLXS*4j>Ujj ^juU ^SwUj 9 4 S Û9U iSöşöjduuj 4jLû> / J>jS* ^j^Lb 4S4S99JV û)9 S* /9999^999 


JLijS ^SuLu ^yljX>4> dSöjşS 


23 



.jLjS^ 4 j 3jS ^jLuJöJ ^Sj uJ /dJ\şS /vi )\$S /vi JlşS /dJ\şS 


•JjS ^jl^Lb j^dSûSşşjxj bjşS /$$$$■* ' q ^3 * '-&9J 


9 viJLb 09 /(099J ^yljjL) jjSJ Ij 4 J 4 j 4 j (^ylj ^^Xj) dSbjşS ^S^L /J^jSj\$Uö $öj *9 9 4S09U ^öjjj^ 4 Söj$S 9 ciLuu 

.4 ?öjIj99j j»4juj4 J b4SöJ9 S' 9 ^jI^XmJ Z$JÖJ$SöJ <jLuX*j jl9^o4ib 9 vJ^L^ vjJjSJj 4 j ^juJdSdSjuJ^> $\jJ 



4jLuLXS' vjLlj /(^jJj&jL 9^ 99JÛ9-0 ^dSöjşS dS | 094^4^4) 4j 4j 099jIjXuuj4j ^^juujj^j 9^J /dSöjşS ^Sob 9 VJJ9L ^jLujL 

. (45*4^0 4J4j j4uuj öşdjdSv dSöjşS L) Û9ûj4uuj 


.4S^4j99jL> 4o4)4j j4uuj 4 j9^> dSöjşS 9 lXûj L*4Jb LuuX^ jLlj 



.099JL& 9J jLoj^ljjj ^jI^ • L y$$ dSöjşS ^$\j /-&L 
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•(u99^9^ jfP") y çyy Jd&dJ j\j 3 C*jw»l>dj ^d&udj Jjo :^y33 ^Xu^SuIj 



.jl^ y 4 jl 33 J> 34 juo ^S9l>o 094J /U /U 1^99 Ö 94 jbj 34 j 4S4S33J*) ûj^S^ 



x x v 

<3Jjûj <39^ 9 4 S 4 jo 4 J 4 j 9 jLouujU Lbû9j4Jb /CUXajuj JjdStojşS 9Û94JLSC ^ 45 * <39-> ^ylyûj c_>liy /(^JLuoûj ^dj) ^idj 
.(Û 94 J 9 U dlux> ^yuuU dStojşS J^JdS oLuu) y 4 Xm)4j4jO <34S4jL>jIj 4JLu0ûj ûjLo) .,jÛ4SLjûJ 



u.Cu.1 /^yJ4j . 4 S dJLuOûj 3 U 4 J û34jL^juuUjjû J 4Î vLLtJuLuu J9^ ^^jS-mwuu ^^jjU l Q >4> ^yl^XjûJ uJCLa.> / j*3J ^_yl jjjJ4j 

.33J v_Sj 4 uJ J 3 jLû 4 > j3j 
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jl^-> 4 J ( 099 -Lyuuu jjLmxaJ ^dSjöJ şdj) JjS* <jl5'4J94juJ ^5 L>öJ4j < ^uuj4&> uJC<ul> /(4S*4JLuoöj 9 L 4 J) CIJ 4 JÖ 9 L 0 <jX>L> 

.1 ^dSdSjjS iS*jwujdj 4 J 


•CjjS jXû u 4 S 4599 ^ öj^S' /ö94j!j5jj4j jj4J 45*4JLu0öj 



.Ö945'öjb99j ^y^ <390 9U ö94j!jj4j ^jSuLu ^yoljU^ I J 4 S 4 o 4 ) 4 j <m jLuuJ 4 j 4 J dSdSşşjxj öjşS ljX> 


.99J /^l /^J /^ /^ i^SJöj 4J ^y^JT (Jux> /jLil 



V 


9 (JJ9U 9 (jJL>b /99J uXuu> Jlo dS /(dSduJjdS 9l> 4 ö 4J4 j) 99^xj ^dSdjşXjr dj*d]dj dSöj\j$$j ^^>9 J viJbjj4j uXuu 

.4^4599^0 öJjj j4 «) 9öj4j /Ijl 54 j ^sI9J4j (JJ 4J 99 jJjS jbjJj 99 jo4ö> ^ IS0J99J 

(jLjjj (j^> vJ-uuuj ^ylS^Lolo ^jAÇjöJdS iljS <34l4o 4S4>9 j 9öj4j J>\Sdjj£ dJşdujdj IjU ^ 9 ^- ^^JLo 4)4 j4j JLSjuj 

.<JJ4j ^ 19 J4J <JJ4j fjdSöJujdb 9 öşcjjjS 


.ui)4j ^$19^41 uiJ4j ^jdSöJ iSjdj dS ^j*jJ ^^y 15*133^015 v- S Lu U /4?4>9 j 9 öj 4 j «39JûJ v- S Lu U /J 33 ^^^î 
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,^4j /Ö 94 J 93 J viJbjj 45'4 j>9j4J cXuU 4j 


45 ^ylj ^_^J cJC<ufc.> jdSö^jJ jdujdJ şşjUj£j\jjJj 4 5 * ö94j45Ij9joU 99J 9 u.L' U3S 099-^ uJCuU / 45 * 4 ^ 9 J 4 juuuu> 4 j 45 j 4 ib 

.099J945' iSjbji 0JU99J 


4 j /45'4j19juLuj 45) I J ^yuuû j4j 9 <JjUb 45 'öjöJLX) /< 5 SuuJ 9 J ( 45 4ö4J4j 9U 9^) 4545*9 9-?*J öJjJ j4aj4J /ö9öj4juJ 9^j4j ujCûu> 

.(^jLujU «3411 j 9 



99J 9 J-Ş’ 9 ^Lo 9 J99^ ûJjL 9 Ijj yuJ 9 cLLuj^> 99J 9 CJ9U 9 <jJL>b J 454 J ö^^jIj^S* <-Xuu \Jl*j\j<jS<x} /vjLujU 

.öjjhSjU <3jU99J j4juj 4J yo4)4j jdujdJ ^4^094)10 ÖJU99J .Iju^Slj^oU 





I JU094J ^ySdJ >Xu4oJu /ö99Jj5jö9jJ ^JşşmJ jşj vjJULo /4 jöjLuJ ^uLuÛu4S5j Lö>ö9j4ö> 9ö)4>uj15' j9J 45'9jju> ^o4j 

/v>Echo Request 9y>4ö> /cJI^S* /vJ^ /JI9 /JI9 /094^94 Sj-u vjLouPing Command 4 j OöjIj 4 juj ^y 4 jU j§j 
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çjCuU /4j4Jb I Jl(ChGCksum) 4J 4juw>ljJL> ^o4j idSb^jJ j4juj4J ^JljdbjJj^j ^jjşdSjdu/j 4 J ö99->945' i^SjbjJdS ^ylj *—&■*■> 
4jI 5^4> Ping dotoşdo ^ULo /JjS'öJ ûl5 J 9 J ujC<uu> /IjlICMP 4J öjL> J jA)454J4ib <3JS^ ^4j4Jb 

/uUu^OJ 4 ja> 3 ^’ ^jLoJwuuJ 4j0uL> /(JjIşjOJ IjCum>4jj4j j3j4j u_5uLu UI 3 /<Jjl5'öJ jlSjj lJux> 4$*4JÎJUu0JjJw0 / (m 545'4Xm>4j4jO 

.4jLojL>4j 4juuuu o 4Jb 09 

V 

^20 aJ gdj /699^ ^lgj ^9^ ^99-0 <JL)Lo ,Ping Command j^s-L Ping Software cSjöJîjb ogdi-bib ^<b 

. jjS - ^lgj ,^> 9 % ISLyjdj ^ydj iL 9 ^Maryland dJ JJUoip'ipdj Ijl2000 ^JIm* 1 


I jlI 999 ,_JLu)dJ <JL>Lo ^<^9 
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PingCommand Syntax 

/I Jj 9 J»*J9 9JL4) ^jLedS^j^jU 4 jLc>u> 4 »JjU |0yU jjûc> iuSJuj 9 4 jwoLuU 9 Lodu efjj JU 4 Jb ^jLuujU ^jIjU 

uJC<ul> .dJdjlj 4 j <Jj 0 jU 4 juJ ijbdSj j9 JLL>9 ^dSuJjS 4 jLoj 4 d 9^ ^ylSdiD 4J ^jjjU /99J945I. JJ cLLXodS ; .5 4 jö 9 Xaa> 4 j Ubö 9 j 4 Jb 
ÛJUI09S' ^db .dUjÇ'jdbuuJ ^ylSd&uJ jdUuj 4 j LLuul> ^jjJjIib jdSSUb ^yjJdS 9J Ubö9j4Jb 94 j45uu9U 4 J 4 jIj ^jl^f 9? 

4 j 4 jU ^4) 4 oJj .jJjJ ^4^09 Lo 9J J 4 j>u ^jIS^J JjI^jûJ Ubû9j4Jb /<JJ 4 j 45 uU 9X) 4 j 4 Su ^jjI^jûJ jlSûjj 45 lSUb 

U-94S /99J 4 aj 4 >ûJ L ylS' 4 AJ ^lj^ou şSidj itoşdSjdSJ ^yb ÛJUL09S ^dj jdjjd] uXuuSUb ^J^ ^ylSûjlS ^ydSş> vLLu94jLoU 
CMD — Command ) (34 oUj4j 4j v jIS'ûjIS ^yo4>j4jgj .û94juuLX&ûU ^j ISuj Cuj4)4o 4olS' 9 j 4 jû94j ^^jjjjjduiJ jl^>jl 9 

.^jjdStob bj9JLL>94l (Prompt 


jbj-S ^jjuuL) 4juu uajlJ 


û94(Run As Administrator) «34 £jj4) 4jI9jI^U /(CMD - Command Prompt) ^ 56940 ^ c ylS'4J j4>jIS*4j • 
.(ûjJjjJ4ib Run As... «jLujU 9 45u 4S4oIj5’9jJ j4juj4J uILuujlj (3^1 v54jjS I 4juu>4j4j0 94j 9 ^ .û94jIS1; (> S4S , 4a.CMD 

♦♦ ♦ V ♦ V V ♦ ♦ ♦ ♦♦ 

v 

4aa>99jL> 4juu>4j4û 94j 9 J .(CMD ^y 13 4jLuu> 9 9 J 4 J 4 S 4 J û94juuuj) 4JL>ûJL> <Sjtoj 4jI9jjLujU /(jlSöjULoaS ^JL uLu jjLujU 9 J • 
t^Sj-^Uj ^jL>lj 9 j vJLijjSjb j4jLLu> 9 (color /?) <JLuuuJ 99 ^f ^^yl^JûJ 9 -* / 4 j 4 >Ijl> 4 j 099 j^jU 4jo4> /ûj^>b j4lLLu> 9 (color Oa) 

.<JLuuLL>t>95u> J1545UÛJ ^yl^jûJ dSdj$\jjdj ^(Properties) 4l jojSU ,j\SdSjtoj 

iJdSto J jlS* jLo4jb 7 9 8.0 9 8.1 <3j9JLL>9 J4?4j v jIS'4>Loj4S 9 J iJjdStob ^J>4> jlS'ûjlS' 1 0 <3j9JLL>9 j4ju>4J 4aX> • 

>v jjû J ûJ ^SjLjIj dSdujjjj jdujjd] uLLuXOjS* yddS 9 jUj uiiLLLuJ jdSdj i q >4 > 

^Ubjl^^- ^yLuJû9 IP j4aa>4) lgj4j v->uLu> <34 >Loj 49 g4> J^>U /4jJjljj 94 S /(IPV4) 99 >Ijju> 99 > \bdo\şdS 99 J 9 JU 4 J <Ll>lSj4jb • 

.4jIjIS 


IP J9>U uLLuAA>9jb uLil) 4^095* jduijdJ 4jûJjljj 94S 4 jû 94> <3^9 /(host-list) 99 >IjjuJ 99 4S4JI94S jlo4Jb 9JU4J C>lSj4jb • 

.C<Jj 5 U 


29 



ping/? ((ping[SPACE] /?)) 


9J Lbû9j4£> /^IjuujUfOptlOns) &jdS ujCuU ^yLoj49 ^(Syntsx) v jIS'4jwuJj ^^o 4^2> ^yljJLuuwo 9J CJu J> j15*4j AjduMjj ^dj 

IöşLIj ^jLjIj ujjju045* dSduLujj 9U ^j^ItLojAd jdJt> 


Admînistrator: SfD - pîng test — □ X 


C:\>ping /? 

Usage: ping [-t] [ 

-a] [-n count] [-1 size] [-f] [-i TTL] [-v TOS] 

[-r count] [ -s count] [ [ - j host-list] | [-k host-list]] 

[ -w timeout] [-R] [-S srcaddr] [-c compartment] [-p] 

[-4] [ 

-6] target_name 

Options : 

-t 

Ping the specified host until stopped. 

To see statistics and continue - type Control-Break; 

To stop - type Control-C. 

-a 

Resolve addresses to hostnames. 

-n count 

Number of echo requests to send. 

-1 size 

Send buffer size. 

-f 

Set Don’t Fragment flag in packet (IPv4-only). 

-i TTL 

Time To Live. 

-v TOS 

Type Of Service (IPv4-only. This setting has been deprecated 
and has no effect on the type of service field in the IP 

Header) . 

-r count 

Record route for count hops (IPv4-only). 

-s count 

Timestamp for count hops (IPv4-only). 

-j host-list 

Loose source route along host-list (IPv4-only). 

-k host-list 

Strict source route along host-list (IPv4-only). 

-w timeout 

Timeout in milliseconds to wait for each reply. 

-R 

Use routing header to test reverse route also (IPv6-only). 

Per RFC 5095 the use of this routing header has been 
deprecated. Some systems may drop echo requests if 
this header is used. 

-S srcaddr 

Source address to use. 

-c compartment 

Routing compartment identifier. 

P 

Ping a Hyper-V Network Virtualization provider address. 

-4 

Force using IPv4. 

-6 

Force using IPv6. 


ping-t 

^jS" 4jbşjuujdL> i^oşdb oûJ ^jjo djşşjoj şj ibş\jS & jujj\j\j lS^HS^ 9 00 Si (vjl^^^ £y4j) <J««^jjJöJ ^yû^ûJj^j^j ^jlS 4j<lS'U 
I JlSJuLT g 4J 9 4j|jjl54J 4uuuuuo4Jb <p-U /f45ûj£i 4 j öjljUJbö9J4j ^JjduşMMOşS dS (School-PC2) ^JLuJşSb joJljJ ^ûJj^j 
(- t) ^jûJjljj 4 Luuu>9ju I j4jL5 ^4J iCujjdjb ^ojjLJIj 094JL5 ^jojU^J Oj94joûj J9J-L oL5oj(Time out) 454 jjJû9j4j 

.(ping -t School-PC) 4jû9juu> ^<ju v >juuJjl5'<au 

^yl^OJ (Statistics) jl^ûjLoU JmuJ 9J Ubû9j4Jb .OjSuIj (CTRL+C) J\SduoS$$b /4aI9ûJj4j OJjljj ^45 ^JjJLLuJû^ 9J 
^yjjU ,ijj 45 4j4jjLJIj 4J4095 94Î jLoU 4J u^uuj<ab4o .C*jjSuIj (CTRL+Pause) j^L (CTRL+Break) ^154^9^ 

ll jJI5û9lj Jjy ^û^ûjl^^J ObûJ jImu> ^j Cj15 9 0^3^99 ^öJjlj 9 oI54j45L 
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ping-a 


jlo .(Host Name) jJLciLLc^U j<Ub ^yjjS' y> OböJ (IP Address) tSj<tu>ö>l> 9 (JûjujL 

^$JJ> 4) C-wwu> 99 jûJ Owu> 9 Jb 9 J vjJUClS' IjUöj4jL>4J .CjJjjUûJ jLS4j451j LI 9 OlSöJ ^$dSbj\S IjuI S jLo4Û)4J 

IP j4ju>4 J oJuj OlS* 99 jo4û> 4 JI 9 /IP JL£wJ 9 U 4jLSuûJ 9 OLSöJ 4 ? 4 Lu> 9 Jb ^J^jUöjb- OwLu ^jljlS^p- /IP ^yLîuJ^U 

! JjIS'öj yjlS'öjlS’ (JLujju* 99^öJ 9 4 j 


j Select Admlnlstrator: SfD-plngtest 


:\>ping schoolfordesign.no-ip.org 


schoolf ordesign . no-ip . org [ 192 . 168 .1.2] 


’inging 
leply from 192.168.1.2: 
îeply from 192.168.1.2: 
teply from 192.168.1.2: 
îeply frorn 192.168.1.2: 


with 32 bytes of data: 
bytes=32 time<lms TTL=255 
bytes=32 time<lms TTL=255 
bytes=32 time<lms TTL=255 
bytes=32 time<lms TTL=255 


’ing statistics for 192.168.1.2: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
^pproximate round trip times in milli-seconds : 

Minimum = 0ms, Maximum = 0ms, Average = 0ms 


^09^9^ ping -a jlo^Swu /OLSöj j4ju>4J ^jLS* 9 IP ^Lmuj^L) 4> ö 9 4 jLSöj 4^41^90 vj^Oöj <jJö 9 

JLiwJ 9 U 4 joJJ Ij 4 j 4 > 99 ^u ^4) /OlS'ûJ vjIjaSjö 9 ^sjLS' (jCJb .. 9 nbtstat 9 nslookup) «jJö 9 ^LS4 >LiuJ 9 U v5ö 9 ûjSjû 9 

googie 
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<v jj|jCu ^yLuuuJ 9 U Lbö 9 j4Jb 45öJjljJ /Ub jIaIP ^yLuu^U 4 j0u O <juuuJÖJ uiJö9 


j4j 9^095) I jdJdblj iSLjt’şiduSöj 4J /(öj9j ^^^SuXajuj 4J409S J9->U öj9j 4J4095) I jLul94jLoj4J :(Host) 9^b 


.(CrfjuJcjJb OJJJ9S0J 09U 94J 4j4Jb ^ 5 j 9 U /OjjJjaSj 09X) ^JJUö^j^j 4 f «JJ 4 j 4 j>jIj j4Jb J^L 


ping-n [ping-n count ] 


ICMP ) UI9 /C-J UUJ99XJ 9 OlSo ^ 45 * 9 jbj 4j|jb4j099jöjU4j 4 ÎlÎ 4 fL 94 j ^ûjloj O-ylyûJ j4jjL54j /Ij 4 jöJjIjJ ^ 4 J 
^jl 5 l 9 |j jl^> 4j|jl5' 9 i- 45 /4j4j|ju4x)99jöjU 4jöjj|jj -a4j ^ 154 ^ 45 ^ ^öjLoj ^JjU (Echo Request Message 

^google.com 9J Jj^jJjö j 045 L 1 0 4 oJj 4 j 99 öj 9J .Ojj£ö j 
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ping -l [ping -l size\ 


4j|jb4§ $45 v54XuJj|j .^1^(65500 U 0) J\gdi C-JjöJ vjlSûjU49 IjöjI) /vjIS4j4S1j 9 J OlSöJ ,3jUj vX-uuj4jj4j ^öjImS 
j 9 j jdSdj vjlS' 4 Xu^ 4 >j 4 > ^söjU 49 .<xUjU( 2.'1 6 - 1 ) UI 9 (65,535) 4jIS'öj I j uIj jj vjjjjjj 4 > 4 S" (IP Packet) 4 ) ö 9 )j^ 5 jö 9 
vjLS'öj4jJLo j4aJ 4 jjjS* jj^Xö ^Sj^ 9 j jjUj 4Lwj4j4o ^4j / (Ping of d 6 dth)CujJ 99 SöJ Ij4jIS' 9^1 vX-tX> 
C-Jjjl 9 JöJ 4jöjU49 ^4j .ö99Jj5 ,3jUj ,^IjU 32 ^jljlS^p- . (Denial-of-Service Attack)Ul 9 /C-JjjIS4j 

.C-JjJj9>J Ö94jöJjIjJ ^4j ^S9Jö4j 

V 

/( 099 ^ vjtoyyjU jXuuXj) 4ajU28 /uluxJ jjIS^j ICMP 4 S (Ping Packet Header Size) ,30945 j 4 j 4 J 

:4jö9XJ) ^4j /CJjJjXiöJ OjU 29 IjSJu IjöjX) 1 4j vjJ45u 4Söjl>49 j 45*45 4 JI 94 S 


Data CoU 1 + ICMP Header c<jU 8 + IP HeaderC-uU 20 


jUI 00 ^Sjj4j google.com 9 J jj4Söj v_SuLj 14 ) 990 ^ 


! Select Admlnlstrator: SfD - pîng test 


:\>ping -1 100 google.com 


- □ X 


with 100 bytes of data 


5 inging google.com [62.201.215.95] 
îeply from 62.201.215.95: bytes=100 time=18ms TTL=6G 
îeply f rom 62.201.215.95: bytes=100 time=17ms TTL=60 
îeply from 62.201.215.95: bytes=100 time=19ms TTL=60 
ieply from 62.201.215.95: bytes=100 time=18ms TTL=60 

5 ing statistics for 62.201.215.9 5: 

Packets: Sent = 4, Received = A r Lost = 0 (0% loss) , 
^pproximate round trip times in milli-seconds: 

Hinimum = 17mSj Haximum = 19ms^ Average = 18ms 


/(MTU) UI 9 /vXUjJöJ 9 -> 4 ) vj15öjIj49 ^SöjJj vjJjJj 9 J 45 4j4a5UjjuS öjljjS^ 945 ^lj^Sjö^ /C-wuj4jj4j 3ûjIj49 4l C-«juj4j4ö 
•vJjuuJ99JöJ MTU 3ûjU4) «jJUjU4&> 090 ^ 19 ^ 4 ) / v jlS'4j JUÖ 9 J 4 J ,3ö94yuuujl9J 9 J (JUjjS'öJ ^SjU J vJau49j4juuu> j4juj4J öjJ ^4j 


MTU: Maximum Transmission Unit 


^jMTU vjlö 9 Xuf vJJ 4 j 4 ) 4 j|j 99 uo 4 Jb . 4 ) 4 j 1 j ^ILujI^J Ij 9 J C-Jj 9 uUöJ OjU 4 j 45 * ^SUjjuÖ ^ 4 ^ 1 ) ^Söj lf 49 vjJjjjj 4 f 4 ) 4 uubjJ 
4 Î 99 UOJ 9 J /Ö 99 J 34 S' 4 jU 9 Xj 4 ) vX-uv>öJjöJ 04 SU viJLUlS’ .vX-JjJLuv^v> 9 JöJ 4 S 4 ) 4 jIj , 3 j 4 jö 9 Jj 4 j ^S^Sjj J 4 S / 4 j 4 JÎ> 

4 ) 99 ^-jöj ^) t s 4 S' 4 j 4 S'U 4 S' (Datalink) v^ûv> 4 ) 4(Payload) ^öjLdSdS /MTU cJjj' 9^0 j 4 o 45 /CajU 1500 
viLxj (Fragments) vjLS4j>jU xjdj\^<xi /MTU ^söj^ «jJ4j 4 ) Jss-i yUj vX-JlSö 9 ljjjXi 4 öU4j j 45*45 .ö94j4SöjXo15 


.094XXföJ 9 U- j 9 j vjlS'UI J 3 û 94 uûu)li|J I JöjU ^ 4 ) 
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^öşJu^xXj 4jûjb<19 pdj 4j0yuS .<Xj<Xj\j[S<^d£ 1 500 ^^i-jj 4 j ö$\jXLL?6cS MTU bj9JJj94J OlS* ^54 jj9j 

:<UjJ99J 4JÛ9JJ0 ^<Xj IjlCMD 4) 4 j|jU 4 o 99 jöjlS 


store=persistent^jj=mtu 4S)4llJ" netsh interface ipv4 set subinterface 

:4)99joJ 


netsh interface ipv4 set subinterface "Ethernet" mtu=1 700 store=persistent 


ping-f (IPV4) 

.jj 4 S'öj (IP Header 4l 4S'<au 4 S* IjlIP Header 4] (DF: Don't Fragment flag) ^bjSLjLo 

^54j|j4j9lj 94S) ö94jlSöj4j9lj o 4 j^ 4 J jjU (Fragment) 4>jU (Echo Request) ^ylS'4oL4j ^^L^jb Ijuö)4jj 4J 
PMTU: Path Maximum ) ^yiSduiijS ^JjSj 4 /ujöjL>- 90 öj4SuuJ<p- <xSjj 4 jöJ)IjJ ^4j . (4S4Luj4j4o £y> 9J jl5oj4j 
^4 j Ubö9j4Jb /1600 4j 099^ 4j4 S'L ^ojUdö bo^öjl^ ^54 j4J99joJ ^4) .(Transmission Unit 

(DF) /)^4 j /4Fragment 4 j ^jLuuuuJ^X) v jIS'4j4 S'L/4S'4 j4 S'L 4S <JUX)4 j 4 S'öJ ^b^^j /Ö99 JjJjIS 4 j ^jLo^JöJjljj 

:^59 j ö^ljJLwbvoi 


SB SelectAdmlnlstrator: SfD - plngtest — □ X 


C:\>ping -f -1 1600 google.com 

|pingîng google.com [62.201.215.110] with 1600 bytes of datai 


|Facket needs to be fnagmented but DF set. 


Packet needs to be fragmented but DF set. 

Packet needs to be fragmented but DF set. 

Packet needs to be fragmented but DF set. 

Ping statistics for 62.201.215.110: 

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss). 


ping-i 

ö9öj!^>4J / v jIS'4oL4j ^yJjU 9J (IP Header) 9U4J oIS'öj <3jLj (TTL: Time to Leave) <3-xii /4 jöJjIjj ^45 

.jjdSöd TTL 4J jAj viJL JU4Û) 
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TTL: Time to Leave 


< 3 ta 9 <to bj4j9lj 99 J 4 ] 4 ÎI 9 /4jIjCu <ylSöy 9 lj <34j|j99jLuJ 94 J / (Hops) <jlSlj94û j\$6 ^yö^Lo <3jloj4Jb 4 J 4ju UjJ 

Oj 99 -LuJ 94j /4j4J2> uLLj 99 Ûuuj /ljbuu| <j4S> jöjc/ 045 'Ij (JA 1 I 409 S uL1JL>j4jo4j /<^J <39^ fH ö945jj4j9Ij4J v j15'öj4j4j45 

.ö94j15ûj4j4j 4S <^y lyu>4j ûJb4j <j!j45'û9to 94 jUûJjj /û94jIS ^^Jb^j vûuUJ9yöJ 


94J <34 jI 9 ju> /4j4Jb (Lifetime - 99JÛJJÛ9L0) Ijj 4 j 4 j 45 <34 >jIj 99 J jl^Xj^J Û9I0 ^4 jj 99J j4Jb 9J 
4S99J 9J û94(Source - û91>j4juj) 4J <jl5'lj|j ^yJjSjöj^S ^ylS <3<^b4j C-Jj5ûJ JU4 j J99JUUJ 4JI9 JUu IJÛ9I0/99 JUu )jû9lo 

.û 94 j 15 ûj Cj\S <3 jû 9 jÇj 4joûj 945 (Destination) (JSujj4j4o j^Lj 

4j dS <jl5ûj4j9lj/j4j9lj 4 j99^j4j /<jjjSjJUû9j4j LSûyuoU/ uiDjJuoU <jl9y4l (09 lo <^5uulS) j4Jb 9 J /<jLjU ^jS^jL^^j 
4 ) 4aaJjj 4jIS 94j /û94Lu>ûJ4j ObûJ cLIIjIS ^L>Jûj4*a> U Ojj^IjûJ Û 9 /OjjSûJ JU4j J 99 I/UJ /OjjSûJ JUÖJ 9U (Hop) 

.(Loop) ^jf ^û^I^^j (TTL-Tile to Leave) 


j4ib ^y>y <jjjjjj4> 45 .255 4 j15ûJ <yji <jJjJjj 4> Ubû 9 j 4 Jb .«JSu> 945 'ûJ j4j <5Öb 4l Cj8 /TTL I JLuuU <^IlSL 9 U 4 J 
/Û 94 JL 5 < 3 ûjjj <jjjjjj4j 4j û 94 (Sender - jûjJj) <j4j^Î4J cJj5ûjlXj (TTL Field) <3 jUj 4lLuuo4Jb .4SuL(Octet) 4 jIj 
4j15ûJ \j <3454Lu>4j4û 9 J <jjL5ûJ jûj^S I JlJu 454j45Ij45 vJJjj4j9Ij 4j|jj4Jb j4m>4J û94IX>ûJLo45 4j15 94 S <jUjIj 
ulSu> 9 JuuJûJ (Datagram) 454*54ib /(0) 4 IXaj 4545 y <JSuuj 4 j 4 û <^jXj> 4 j <jUuj45 jaiuj 99 jlib j4$4j ^ 4 j .vIjLS jAaj 
9 J û 94 Ijj 45 ûj û 94 (ICMP - Internet Control Message Protocol) < 34 Sjj 4 J 4 j 4 J 4 û> 94 S /OIjûj 4 l 4 Jb J 9 i-U 

V V 

. jûjXJ ^yjjjdS 4jIjûJ 454) 4ib < 3 jlJlj 9 ûjloj 9454 l 4 Jb < 3 j 9 J> ICMP Ubû 9 j 4 Jb /dSöjöjjJ 


<^yo4xM/uuuJ .OlJûJ ul Suu v S y 1 <jj4j|j94û j 4 Jb 9 J /(Hops) <jL5lj94û < 3 jLoj 4 Jb ^ 5 jû AXj <^>y4J <jjûvjy I<jL54>y 
<^Ij 4 j jjuu>Ij 4 J 4 jl>y 94J <jJj J U 4 Jb /TTL 9J OL 5 ûJ <3 jLj £ y /( 4 j 4 Jb ^jaJjşS (3UI9J 45 ) ^yûj^JU ^ö^Ia&i^j j4>j4Sû9 
9 OlSûJûu vûSuuJûJ <^j>y <jjyjj 4 > 4 j û 94 (Source - jûjJu) û9L>j4juj 4 l <jl.. 4 >y /<jj 45 ûJ < 3 jLj <jiS 4 jo 4 ÛuuujuuJ 
Ping 4j99^j4j .<^42145 <3ö9uuÛj4j <jjûJ jöj^S IjlXj JIS4S4SL4S <JJ4jIj94û j 4 Jb 9 J I JuLSûyû^Lo I9XÎ4J û94XyûJLo45 
: 1 28 û 94 j 15 ûj Ijl (7 J9 jla->9 4J) 4S4ûJ4j ^yo 4 >j 4 uuj <^yyöj 1 27 . 0 . 0.1 <jL localhost 9J <jj 45 öj 
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^*j4j 4S*jJ4 J ^JL> Ju4jî> 



vjLuJÛ9 

A^4j04jyji\A//J 

255 

kernel 2.2.14 

Linux 

64 

Red Hat 9 

Linux 

64 

X (10.5.6) 

MacOS 

128 

Server 2008 

Windows 

128 

10 

Windows 

254 

AIX 

Solaris 


.d«<. X) l JlJu vIjISU û94j CZjujjjşZj 4jşj ö99Jj5ojU J û9ûj4juj 4J ^jLoûjjj ^jj jjjj4j ^I4j idSSjjS ^jauJ^S 9 J 9 JJ ^u*uJ jLo^JCû 


j4>jl5*4> Û9 /vjlS4u04luuuuuJ j4uuû4j ^^Ûj4uu) ^Û9 juuJ4j 4jlS*jJ 9^ 4»S* l-XX-> ^jLoûjLob Juûuuuu4j <jJû9 ^jioLuuuuJ 

9U ^jSuULoj^S 4j OûjU4juJ jLo4S4jujU jLo bûjl) .ulûuuûb £jj 4j|jb4u099jûjU4j jU ûjjj ^jJjJjj4j 4jBU OJUI9JÛJ 

.vjJ4SûJ ^4S/ jL 1 j 4jl>jj 94 j <JJ4j4Xjj JU4> 4j /ÛJ 9 JUJ 9 

:4j vjj^Sûj 4S4>jj 4olS 4Î99U0J4J IjlCMD 9U4J :(Command Line - oLoj 49 ,jLLû>) <54£jj4J • 


wmic nicconfigcall setdefaultttl 254 


:j4jûj5U 4jLSoj ^4Î :(Registry - jl>4jjLo9j) ,545ujj 4J • 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Paramerters 
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.<iî|jb<to 99 jö>U 9 > (Decimal) 9 <iSu (DefaultTTL) j<Uj<sJ <£jS 99 J jLijb 


Etilit DWORD (32-blt) Valye 

Value name: 

X 

DefaultTTL 


Value data: 

Base 

2551 

O Hexadecimal 


® Decimal 


OK | Cancel 


.dSbj 15* 9 J 09 <aCû 45 o (Restart) 45 ^ 4 ^ 9 ^ 04 ^ 095 ' 4 JÛUU 09 X) / 090^4 uo 9 ^ pl 5 j 4 J 2 > /< 


:TTL j4juj4J ^yuuuS ^jSdodjşytoJ 


j9J j4jL> 9> L öşöjdiuJ ^ylStoşljuJşp CjIS ^^04j>*j4juJ jdujj toSjdSu cLL<aiuu> ^uujIj4j ^jJtoJtoJ J94ib 1 j4aj4jL>9 4 ^ 99 ^ ^4J 

.JjISj £y 45'4 j4jL 4) ^jULj^j 


1&)ö9j 4A> /09l>Ajgj4j duS tojduij tojdj^uûşS 1J4S 4J ^jj^JL>ö9j4j 9J vLSuXjOjLoU j4j*91j 4j1j> 99^ 9 <— *U& jdSdj 

/(Destination) 4T4 Luj4j4jO £y> J^L j15û9IjJiXj ^juSjtoş ^^uuj4j4jo4j OJj 4 Jb 454 aJ> 4)9J9J ^)l> L<)5 4 ) JuaSjjSjtoş 

:to$d£ujStoJ ^b 4 jö9juuj ^4j oI594j 



ex: îoû^ 

160- lo 
^o-'S 
7Ç-IS 
= Gû'-’ 


.djdJûjiifljJuuJ dS 4S<&uJ<U<Lo £y> $J ICMP ^jlSlşlûdJ <UJL)jj OJOjAm) i^Jdjdjjşjûj jdj 
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ping-v (IPV4) 


« 5 j Lo (Echo Request) ^ylS'<aLoL<au <jj Ijl(IP Header) < 5 JtLi sy<aJ (ToS: Type of Service) ^<aJ 

LûuuJJ 4 S TOS j bû^lj^S 23 5 y 0 <aL>y 9 ^ <X.U.>jJIşjoj iöjSImj ^öSa&jj dj\j\S^>’ ^öşJmjöj&S hSjISöj 

j\Sdj şöjSuj 0 t s<aiS'<aL>y JLZ& ^djö^sJLdj /(Differentiated Services Code Point (DSCP) <au û94Xjjuu>Uûj 
^ ylSdJ jlS<ab4SL ^y^jSjjdj'jjj şj dSjjjS ojJLd ^4 j iC^jjSdj şj ^yjJUtjşp jlSûj^au^lj j<aLuj<aJ t s<aulS' 9 <aJ L<aUb /04 jU 

.4X> 8 <34Söy /< 39 ^ OUöJ jtf4>QoS dS jlSûjip' v 5 JUö 9 j 4 j ^ISûjjû^Io 9 <jJjU ^^jû^U- 



QoS: Quality of Service 


^yJulj4uuU 9 J J99J4J0 jI9Lj> ^^aSIjj ^jJLJ^/OşS' j4j94/o 4J dLj^Lu /IJJ 9 J ^5Ldljj4J ^jD ÖJ 9 J iSj^^J.J ^ 4 uXjjj 

DJLjj 4Sûjijj <5 j^> ^yJjSjöj^Sjj <5<jJb4j 45 LsIjj 94j Jyl^JûJ Û94.Q0S <5<jJb4j btLuuy4l ^4 j / jIS4jJuû9j4j 


:4j4& ^S^ 99 juJ bû 9 ûjl 9 -> ^_S4J lj 1 9 ^ ^4) öS 4LgjljU <JJ4 j 4U45oLj 9 Jj4 


. v jlS' 4 X> v 54 £u 9 ûj 4J : bit rate - 


. 9 1 j jJy ^5 Lj4S'L j4û> <5j5LjUû9j4j ^ylS^ - 


( v jIS'4j4S'L ^ 99 ^ 9 ) ^b4Î C-UUJÛU4J 9 J 4j4û> - 

.4jlS'4)4û> <5 j9J> Sj^^tJ ~ 


Bandwidth Use wittiout Qos cantral 



Enteftainmeot Uaffic 
Crttical traffic 



| 


Bandwidth Use witfi QaS contral 



\y$S<\j<xAjdS £j\S ^s^jj <50945 • ö-^, 9 M (IP Header) j<tu j<i) uilXadSL ( 4 jUûj<Luj U 4 &) böjU ^ 4 J 

.4jLouuuuU^X) ujC<uu> 4J ^juuûu45wU 9J OIS94J ‘XS9^i ^j4ud4J uUuJöJ 9 6 J 


IP V4 Header 


^LojdS 9 «Jj<d 4 jl^ 9 <d <J<Uj 4 i) /(Data Payload Section 9 Header Section) cJj cLu 4Sjj 99 J 4 J IP ^451) 

4_54^)Ö9Xm) p4j /4j4ib 

4 J cl^jûgjS /4Z)b 65500 (_jXjjjjj 4 > 9 <Cub 20 <Jûjb4d ( jjjXio45' /IP c yl5'4j45'L ^jStJjjj' 4j <COjj Header (1 ) 

CçO dXj 3I9 L> c_S45jj dll 4/0^5 4J 4 j 09 j 5 |ûdj /9 Ija 5 j 09 û^L) jûjXJ ( _ 7 SCXl»4l5'L> j440 4 j CjûjIj4*o O 94XXJOO95 I JlXj i$jLjlj 
99J <LL|4>0J 45” 4J 4/0 9/ ^OjldJ ^SjLJIj <_LL)Jl>4X2> 090 jI 9>-4J /4 j 4 Û) ^9>4) Cj4oL) ^ylojOd 9 *— Jj4j 4)ISjJ 94 J <_LJ4jj4X04S" 

:IP V4 4j OûjL>4m) 


15 16 


/ 


Options 


/ 


Data 


31 


Version IHL 

Type of Service 

Total Lengh 

Identification 

Flags Fragment Offset 

Time to Live 

Protocol 

Header Checksum 

Source Address 

Destination Address 


20 Bytes 


/ 


< 
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.diû 4 sSöjjS /vlUJ oöj (IP V6 ^jU IP V 4) dS /99j^U6J IP ^yLu*û9 tSj9^ iVGrsion 

.<xi> 4 ^dSöjj <S jIP Header <U<XS<U<SL öjdiuj ^jjj^ ^ljS^ ^öji<xs ^jö^ :IHL (IP Header Length) 
^JLZS ^<Xjö$lZvu /(Differentiated Services Code Point (DSCP) <u ö$<Ujjjjj\jös :TOS 

şj SjJjS ûjJLd ^dj jCjJjSûj şj ^yJbbJ^J {j\Söj<U<ş\j j<XjuJ<X J <34jb $<Xj lj4Jb /Cj<Xj\j j\Su şöjSLuJ 0 sSSjj 

iSyt vIjLûj jIS 4 j QoS S jlSûjp' vSJdû 9 j 4 j ^ylSûjjû^Lo 9 ^yl9J ö 9^r tyilS 4 J j\SSS\j ^yjjSjtkujjj 


.4 jJ 8 {£Söjj 

Header ^yljSuu <5 ûjIj4£ iCSjSöj <p-4j j\SöjS\j <ylS4jjjjj ^IjSLj ^JLuS ^uöJLuju :Total Length 

.<xZj 1 6 ^Söjj /Payload 9 

ID viJd-i/ 4 JLoLujU 94 5 c yj > SJ<to9S'<b 9J / 4 j<iû) jL(<LoLujU - ID) vJ<b IjSJu j\S<uS\j :ldentification 
.< 3 lo 16 vi^ûjj /(IP Datagram) cJ 4 j 4 jISJLûj 9 j\S<uS\j ^j^oLLujU »JL <yjjSu^4ul>4> <JUILuûûjd4Jb 

V 

yjS 9 j9j 4J /(Fragments) j\Su>j\j S 9 ö £j vyJjSujjLj 9 oUûj jIS4j Cu 3 y*jj :Flags 

:ö$\jSSjj djöşLuJ ^Xj viJLuû j 4Jb /û9<Cud9S'ûJ v jIS' 4 j 4 S*L 
^IjS'ûjLoU :0 o 

ICMP /4S'4jo 9 ûjjj 4Luuûflji ^45 LI9 /CLjS'ûj 9ûjjj ^y v jIS'4>jL /DF: Don't Fragment :1 <^ o 

.<JjUûJjIS4j <XCj<Xj ^<Xj j\Sduö\j4j ^JjşSLuJö J 9 J 
.cLjjlS'df ^<Xj J99J j§j vjIS'û^ûjjj jdfdJ /MF: More Fragments :2 ^ o 
.4 'Jj 1 3 ^s^ûjj /OlS'ûJ vj^jL ^juujlj ^ûjjljj vI 5uuJ 99jj ^ 4j û 9^ - 4j :Fragment Offset 
4j99^j4j iJjjSjJjö^jU JSöjUj\j/cXjjLjj\j vjl^ (09I0 ^jSuLIS') j4Jb 9J :Time to Leave 
vilylS' ^L>uûj4juJ L vI 5 uj 9 jUûJ Û9 ilZaJjSö J Ju4j jg ş ^uuj iCLujSö J JUÛJ9U (Hop) 4j S <j IS*ûj 4 j 9 Îj/ j4l>9lj 
/(Loop) vS û 9 ^^ (TTL-Tile to Leave) 4J uZjjj cSJUjöi S<u\S v 34 jIj 94 o 94 J /û94Lujûj4j oIjûj 

.4jU 8 (3^* ûj L 49 TTL IjûjXI 

<J5 uuj 4 j 4 jO <^I> J^S-L JûjjU 9J 4JIS4J9S9J9JJ <3jloj4Jb <3 j4>jûJ /(,>J99juuJûj) j^S-L Protocol 
9 <U /4j4Jb ^S 9 > ^ydyL vS ö jL°j (Network Layer) Ij4J4jIj t ylS'4uLv> 4 J viJLd 9 S' 9 J 9 jj j4Jb /(Destination) 

.cLjS'ûj j LuuuuuuuJûJ Ijûjll 4jûjloj 
:(jSLUjS 4j4jU ^4j 9 J ^S^j^^j) 4J4 jIj c ylS'4jLu> ^y b 4J ^SyŞ jj ^SûjLoj 4j viljJj4Jb 


ûjLjj 

^öSö^jSjjşS 

vS^ljSjXp 

1 

ICMP 

Internet Control Message Protocol 




2 

IGMP 

Internet Group Management 

Protocol 

6 

TCP 

Transmission Control Protocol 

17 

UDP 

User Datagram Protocol 

41 

IPv6 

Internet Protocol Version 6 


djtuÇij ^adj /uljudSu (jlSdJijSjpgjj (5jL)lj şûjLoj cLL>JL) 4 A ) ûjş J ujş 9L4J j_y IşjOJ La>09j4J2> 

û9<t(Notepad) ^dSujdJ (protocol) ^gUdj djljuj' ^SuÇLls (c:\Windows\System 32 \drivers\etc) 

. 09 ûjd 5 Lo 

9U4J d. Header ( _ y )lS’ûjJLi 9U ^ISdxJOjjj ûjbjS - 99^4* ^jxIoL^Jûjûj :Header Checksum 

^ V 

.<3uL> 1 6 ^dSöjJ .CLojjJj\jto 3 <LUZ ) 4Jb dXjş\jJö4jdS\j 94 J 4 & ^>j4Jb 1 Jû^XJ ij4jş\j 
32 ^s^S'öjj .jöjlî .>*>b /<4Jû9U-j<tuj ^L£uJşU :Source Address 
. 4 I> 32 vi^öjj /Cuuj 4 j< 1 o ,^X> j^L öjf>ö9 ^yLiiuJ^U :Destination Address 
Options 4S'4J<aulj 3JJ4J ös^jjjSLJL* 9 (Debug - j9J4j4Jb) jbuuJ4Jb $> ^öjduu ^duöşLSxX* :Options 

V # 

bit ) dJ OI )ûj ji’Uj (IHL) ( _ y i>-jj jjdooo 9<U Ij'dJii /<LuJ ^ojLoU dJLuod û> IP Header ,_sjJl *3 dJ /djljlS 
J9> ^jj Judj>- dj dSdjJbûgjdj t^jdjûgjjdj jdjj^dJ jlS’djjLîlj j^yJjSLu 9) djdjl JUdoggjûjlj OlSgdj /(32 words 

:(Type) 

.(Fragments) jlS'd^-jL 990^ ^ogdXijSjdjdJ /Col :Copied o 
.(No Copied) 9lj*fdî j<udJ = 0 ■ 

.(Copied) 9lj*SjdjdJ = 1 ■ 

: jdSdj /Ojuûû Jud/b djo^Xui |Od> /Cy 2 :Option Class o 
.(Control) jjj^bjd«)d*x«)ûj = 0 ■ 

.(Reserved) ydjjoj = 1 ■ 

.(Debug) j9JdJ<Ub9 jL^«çJdib = 2 ■ 

.(Reserved) jjdjjoj = 3 ■ 




/ (Option) <5-xIi ÖI9 /4S'4j|jb<aio99jöjU öjŞj ^yjjSLjLo^j /C*f5 :Option Number o 

.ÖjLoj4j 

(Option-Length) (Option-Kind) ^ylS^Sy vijijJ «3lj5L> /C.j 8 rOption Length o 

.1 3JCÎ4J ö94j15ojş5^ 

.oUL4j 9 jjjSojLj^j 4j4ajL /(Variable) 09^3^ ^^S^ijj :Option Data o 

j4Jb 4J cJjSZjös /(Variable - 09^3^) ^^S^ijj Ij 4S'4 j 4 S'L 3U4J LIj ^jJLo :Data Payload j^i-L Data (2) 
^y Ij 4 m) 4 j ^4] lj5 L ICMP 4Î330J4J /Ö3ÖJÖ JLXj 4 *aj 45 * <j 4 j^ 4 J ö^IjXLujU 4 S* ^jLSöjI^L^ 4I3J3J3JJ 4J ^lji^jj (a jS'4jöjLoj 

.ö 34 ylS'öj 4 juC^ 5 uL 39 >ö 4 jb 4 j C„.>jl>L>0J 


ping -r [ping -r count ] - IPV4 


^^Lujjta 4Î < 34 j 15 uj 945 3J C*jJjIS4j 4S^ 1 jl( I P Header) 4l (Record Route) ^yjj5LjLj4j 4 j4*jL 4 jöjjIjj 
^ ljSjLoy ta4S'lSjj 4l (Hop) ^J4 jIj>34o 4jtaj4ö> .Iju^S'öj^f^JU J4^4l (Echo Request message) ^\SdA>dj 
4j <jLuuS'4j C4>öj j^i-L (Count) 4 S'öjLoj4ö> JjjSLjLy .(Record Route) <5öJjljj 4l cuiojjlS^j dJL(Entry) 
4 jöjjIjj ^ 4 j .(Destination) c«o 4 j 4 o ^X> 3 (Source) ö3L>j<4u> JI3XÎ4J cUfJjjöjşdS OX/öj j^i-L jUta^^o 4JI3XJ 
^^Soj viJ 4 j uI1^juj4j4jO ^Xj>- 3J ö3L>j4juJ 4 l dLfllj) <jJLX)IS* •ta4S'öj3J4J <L. 4 X) 4 Ö> 1 Jl( Routing) 4 ) ^jSojU cLLajIS' <JX)JjIS' 4 j 
:4j4ö> Record Route <J4j ö^öjl^i- £<&<£$$& 4 ! -C*l>djb <3jl9L> <34£jj 4Sö9lj4f 45liljj 09 <XUIf4ö> 



4J4S* jlS^Hop 4j Jj|jbjbö3j4j v jIS'öj4j3Ij j4jwj4J c«o4j4ö ^X> /Record Route 3 3J ö^IjS* <JuLu /4j4j33öJ ^45 

:<j345öJjöj IjSLj 


42 




ping-s [ping-s countl 


09 0 5'4jjl5'l9b j 4 jö> /< C«Xj j 4 Xauj ^(Timestamp) <309X^4^ yOlS* ^yLLux>jû j 9J dloJjl5'4) 4 jöjjIjj ^4; 

jluuuJ ^4^4X1^ (Hops) v jlS'|j94o ^jj jX/uuXj 4J jl^> 4 jö 945 ^ULo 4 o 45 /4 öjl^> öjloj IjöjJJ £jj <jJjJJj4j .<XUXj44SöjIj 

JjlSuLo 4) oIjöj 


Timestamp 

«jJö9 /^JlSLö ^dubşZ* j 4 j /Ijj 4>9^09S^4 J C-JjS'öJ JI09J 4S IjCuJj 4 LuJ 4l uiij9lj99j j4ö> ^ljSLXjdjb ^IS 4l 4JJjj 

^JjS^Ij 9? JjIjöj jöjXî 4 45 uj 4 S /( I P Header) 9J ö^IjSjjjj ,^S 4öJjljj 4 XX>öj dS£\S IjöjU ^4) /(NTP) 

.IjlSjjXöU j4û>4l (Timestamp) 

NTP: Network Time Protocol 

^ylSöjXöU 9 jdufysJj&şS j4u>4j <XLJj 5 j ^yûo^j^lib (Time - OlS) CJylyûJ ö94j4>jj4I /45j^XXj ^y^S ^uXl^Sy^jj 

jjuXX> 9 <XXjjXuuj4j j5*öjö J .j5Ljj49jX>uJ j4uj4J j4j4j 094 x 15 ' L> ^^Xjj^I 45*4) 4 Ij ^bşbjb^ 9 4S*4J4lj4 j4uJ ^dSj J 
^ 9 ^ 2 > 4 j ( ? .Söjö J J^S-b ^ 9^-94 ^^44l4lj4 j 4 uj ^ylSöjXöU ^ylSdjlS ^ö94uuuuS«5Lj 9 J uX-uOjlS U IjLuuuXj4J .uXj^Sj 
4oXj ^y^S^jdû) ^ylS 4990 J 9 J .ö9Ijjuuj4j NTP IjuXj4S öJu4 öj4SjjuuJ 94 S IP j4uj4) 45u9IjuuJ99J 4>jIj4S (NIST) 

v ^ 

Ö945uuuc> <35^^f ;) ÖJ49UAÖ9S' j4uj4l I JU4 SöjI 9 j 4 j J4S4J 4 jIS ^4 (PM 02:40) (juO (^9^! 1 jLuuuXj 4J (jLûuJ JJ9S4J 
COSMOS ) <JûJ JJ9S 0 j ^jXj 4S (battery - <3 jjU) <39^4 IJLUJ094IJ9S ^ylS^J «XX<Xjöj <yolsûJj4j 9 ö94XjjuujU4j 
uJuXjIS ^4j /CjIj4 <jûuujöj4 J <3öj99 4 jjL 94 j L*4ö> Cj4>U Ijj4uj4j ^ylj^S uJuXjIS ^Jb öjI9j4j 9 olS ^4 j /(Battery 
^$9^4 4S4 jIS 9->94 ÛujIj I94S /C^ 9 juJ 9 j 5 uIo 4990J4J 3UL09S 4 j4uj ^ylS^NIST 4) <SjS<$o 4 (juuJöJ JUÖ9J4 4 aXj 
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9 <> -l>l 5 ^^wûuu^Soj .<JiujSû J) jö 9 9 4 joJu ^dSöjdjşAKûşS ^y IS j 4 juj 3 J û 34 XjjIcûJ b ö 9 d 9 ^ ö 34 XX>j 4 xAy ^J^ 5 *^j 9 j^ 

,ylS <33^4 j JjyjJbö^J^j) 4 jU 9 y /4j4Jb ,33^* ^yjp cJoJ<0 /^IjSjjLj ^jS4j4J4jIj 4jj4j uJ ylSûjJuoU j4juj4J jI9j4j 

.(jCJb... / jL5ûjJuoU j4juJ 3 J OlS* ^lujb yUb /^IjSjjLo ^jSjjXoU JJ4j>* j4juJ 3 J sl^jjLy 


^yy ^S 033 JLJUaS"Ij olouU /jloip- «34Sûj4j3Ij 3 J «jj4SöJ «-£ly /|jl(ping -s) « 3 ûJjly v 54 j 4 j 3 ^oj ^4J 


3 J 034 S 0 JX 0 U 4 J Ubö 3 j 4 Jb ^SjlSl^b y OlS (JuJjöj <jJö 3 .^SjlS'l^b <jJ 4 j j 4 juj 4 J /CjUujûj y jWTimestamp) 

luUb'û Jjû J J6m t{jA 345* 4juuJ 49j 4ÛÛajw 



ping-j (IPV4 - host-list) & ping-k (IPV4 - host-list) 

<JUuJÛ3j4j ci^juJ^ib <J.l.Xl4jQ3J j4juj4J 45* 4j>j4j0 /«3JUû3j4j ^ylSöjX/oL 3 U 4 J 4jISIS>j 3^9b"j4juJ «3jö JbLuuy 3j 4jbjly ^o4j 
<33Jb4j OlS'ûJ (JjjIjuU 45oJ JJ}\± 3 j uiLlll> (3 -Lö3^4j 34Sjj /4j1jlXj (34J4Jb cliuuJ^ib 4 joIS « 303 4j C*X>ûJ 

V V ^ 

< 3 JiLi 4 S /(ping -k) <3öJjljj4J (Strict Source) J 4 S 4 J (ping -j) <3ûJjly4J (Loose Source Routing) 
.<JjIj 4 j jIS 4 j yLj C-<uuuuJ y < 3 y C-JjI^jûj j 4 jjIS 4 j Ij 4 Sû)L 33 J j4Jb4j .CjLûjjIS^j (IP Header) ^.(Options) 
3 J /OlSûJ < 3 jLj 4jûJjly (û 4 j 4 S (jlSûjûJbLuuuJ ^j/ 4SûjûJuliuJj /(A, B, C) <XiuX> 4 û> j 4 j 3 Ij 4jb yuJ j4S 4 j 4j33^oj4j 
«3lj 4 SÛJLÎI 03 S <Jj|jb 33 j 4j4Jb jdSti böjjJ .4SöJjly yJjSjlS 3 J 4j>j4û Ijöj4j3Ij yuJ 34 j vjl^y^J «3Jbö3J4j jyo 

.OX> 4 j 4 SûJ 
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Test Point 

ping A 
ping B 


Can A reach B ? 



Test Point 

ping -j A B 


Can A reach B and 



Test Point 

ping -j A B A 
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ping-w (ping-w time) 


V 

(Replay) <jJLuo^û 9 j 4 & IjlxLu ^j^Sx> 4 aI> ^ylS’dl 93 LC 59 J c? 54 j 44 >U j 4 û> y 4 ljlS<p- ^djbgJZjdj 

y> /4j\s $4 j ^yjjşSdi Cj\SL> viLiuj 4 j uJ jdjj\ Sdj C-JUI 9 JÖJ 4 )ûJjljj pdj /(dSj^ 4) UI 9 (djdSjj> ^JLuO 4000) ^dSdj \S 

:(dSj^ 1 0 IÎI 9 1 0000) djjdSöi dSduaibş ^sjts^ ^ylS 499 /oj 



ping-R (IPV6) 


ö 94 (Target) 45 uuj44o-£#LoIS 9 J99J <5j4>9Ij 4 l ij\Sbjdj$ \j (^y^uujljU 4>I94 >Ij) ^ö^^jJjSLsIj 9J djJjjS djbijYjj pdj 
^(Trace) djJL*S 4jöJjIjj ^dj Iû>ö 9 j 4 û> .(Routing Header) < 3 Jb 4 oJ 4 yb dJL>jt> 4 û> JijSibjdj .CxslS'öjIûU 9 J 

.Cj\Sbi jSjjjb&jdj ^JlSlSuj 


ping-S (IPV6) 


jdSdj IjUjçp^U ^jjŞjdi /û 9 L>L> v5ö9L>j4uj4) 4 S 45 JL 0 U jdjj 4uuuul> (JU>4> 9 JJjSojbj 9 J Oj J jlS4 4ûJjljj ^4$ 
(JJLJ 409 S 9 J Oj4So oLLo û94S4jö9L>j4uJ JU4>4) ^yl^jûJ 4>ûJjljj pdj OIS 94 S iJjJjbşjdj jdjşj^aşS UJLXJ 409 S 

.L> ^jûuj44oJC> 
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ping-c 


C*XjJUö9j4j jdSdj) OlJöJ d£bj IS^p- 4 juuu49j4LuJ j4ju) ^ 15^09 IjjuuujU 4uj4j 4j OuLu ^yloj49 /(<Uj9j) ûJjljj ^4 j 
^jjjLuU dS'öJjşj jdujdJ uiJLşljiJuujlj j4&> IjûjjJ Jobşjdo 9J 4juuJû9j4j 45'ûjjuoU j4juj4J ^94j4^jLj 94$ /(û9ûj4j*9Ij4j 
:(Get-NetCompartment) 4^99^ Iji(PowerSheel) 4l 4jLjLIj 94J ^^LJIj # /4j4û> ,59^ (ID) 



jj *1 ûjLoj j4juj 4J ufûJ Jj^S'ûjbjS’ Û9 / (uUuXj 


<jJ^l> 45) 4 j4û> (jLouujLuU ui)4j 4 joJj 



Ping-p 


OlSo t-Suuu v-IUjI^jûj j4jjL54j IjûjjJ /4jl54jUb b(Hyper-V) 41^<^9 j5oLo ^LJLuo^ ^yo4û>j4j J 454 J 409 J ûJjljj ^4 j 
ûjIj ^Jb juo 4 5 ûjLj Ij4j4aj9 ^ 4 ) .(4j4û> jLuProvider Address ^ 45 ) 945 ) v jl54JL4> 4 o4Luuuj JI 9 J 4 J 
4 uo 4 lûuuuuuj 0 I 9 JU 4 J ^45o u-C<uu> ^oJI^jU 4 J 9 J i^kdSb^ ^9~j4ajLû> 4j jLS 1 jû ll Lo 4 J 2 > 4 ) p^ 4 j / 4 uuu |o5x(Provider) 
^^SuJjuuS (J 9 IJ 5 UUUJ 99 JJ 454oUj4j j4juj4J ^54jI94j) jL5ûj4XjI.)4j 45 4jIj 15 uiLul5 4 jûJjIjJ ^4j .454oU)4j 9 U 

.^jj ^L^i- J^>L 
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jju)(PoWGrShell) 4J JşşmJ ^jyl^ûJ /^jlSûjîj ^jJuuJj şj 


C«^ 99 jj jlS'ûjlj/ûjlj IjuşdJ ^jJI^ûj Iû)û9j4û> . v jlS'<aul94S' ^y<au (Get-NetVirtualizationProviderAddress) 

•oj<& 


Hyper-V^-jcUjUb 



j4^-j4j Û 9 ) Jj^wwJ99j J 9 ^ ij^JjIS4j ^^JLoljS^j^ 9^ <3^9£***9Uk /4X99 ^u>9j^Lo ^lyL/os^ v- y9 ’* v _^aa4,&>j4j 

Lbû9j4Jb / v jIS'ûj9JLL)9 9U 4jLû>Ij 8 VJ9JLU9 JdSdJ (Windows Virtual PC J9S-L Virtual Machine i^JU^ 
4 j4/oUj4j pdj .oIS'ûj c<f64-32 ^ylSûj43-j4^û9 99Jj4Jb ^LiJL (Windows Server Virtualization) - dj û9lj-u)U 
/4J4 jIj ^ylSdl^ûjL vjJû9j4jb /OlS'ûJ ^b {jj ^\ SdjJLujjş\£Lj Û9J94J 9 OlSûJ JIS49ÛJ 4 j>jL dj jl S jJLj 
.451) J cJ )IS'4^S'û9^! 4joUj4j4J ûjJLj vjJUJ^S b4j4joUj4j ^4J JJjSjlS ^yljJp- 4jyj4Jb /j£ib.. v jlSûJjUb 
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ping -6 9 ping -4 


^uÛmXwaiöJ şj (ping -6) i Çû«3il*ÛJ 9 .Cuo4ib jdSdj . 4 j 4 ^ ' 41ut4 * 4tt I P V4 ) ^uu^umjöJ şj (pmg -4) I^ÛÛJ \jj 


.C*JjJ<XJb )iSij .ijiSiSjJijiJi ^(IPVÖ) 



^ V 

SJjj ^ylojAS J> IS'dlS 9 û^L j 

öjLj ^5 j IjjS viJLJdo^ IjlCMD J4S4J /^4Su IjJuLu* 3JJ4J öjjljj j^>L jljjS viJLJto^S j^JI^jöj jIo^SLj 

jLLjiU JJC 9 9 öjLj viJLJdö^S^ 99J jloJJ Ij 4 j 4 jL ^4) .(JjUujöJ 9J >JjL 9 >JjL jloJlS'öjlS' ^yoUJdJ L /i>j 45 o 

:^>j 4 SöJ jLjLj Jl>4 > ö 9 öjI^> 4 J .v!>j 45L 

:(result.txt) 4^99^ /(Text File) 0-^99^ ^LJLli 9U 41 j 4 >öj ,yoL>J45 • 

ping -v 20 google.com > result.txt 

: 4 ? 4 Lli 9U 4 jö9I>> ^L>J 45 /öjSjI j j 4 LLJ 9 4aj99ju i 54 Söj 5 Lu>L 9 4S4LI9 ^L lgj 4 j 4 SöjIS ^99^9194^ ^L 



OJ94Ö viJLuL^Jj j<XJb<xi ^yl^öJ 4 SöjlS ^99^ 9I94J ,j*>L LI9 /ö94(Clipboard) 9L 4 xj 4 pu 4S40LJ4J O-JI9JÛJ J9J-L 

:4jö9Juuj ^<Xj /(Paste) ö94aaJuLajIj 
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ping-v 20 google.com I clip 


r^yjuULu 9 (Average) |julS'<aulS' iS\jS£ ^ 9 ^ 1 $J 4 j jljdf • 


pinggoogle.com I find "Average"= 



:^aö 99 J v5öJ)ljj jLiL OlS'öJ £j>4*I> ^4S4j <3öJjljj IjöjU ^4J :ö945ou öJjljj 99 J • 


ping -n 1 google.com & ping -n 1 yahoo.com 


BB Select Administrator: SfD - ping test — □ X 


'inging google.com [62.201.215.88] with 32 bytes of data: 
ieply from 62.201.215.88: bytes=32 time=24ms TTL=60 

'ing statistics for 62.201.215.88: 

Packets: Sent = 1, Received = 1, Lost = 0 (0% loss), 
(pproximate round trip times in milli-seconds : 

Minimum = 24ms, Maximum = 24ms, Average = 24ms 

'inging yahoo.com [98.138.253.109] with 32 bytes of data: 
ieply from 98.138.253.109: bytes=32 time=204ms TTL=48 

'ing statistics for 98.138.253.109: 

Packets: Sent = 1, Received = 1, Lost = 0 (0% loss), 
(pproximate round trip times in milli-seconds : 

Minimum = 204ms, Maximum = 204ms, Average = 204ms 


(jJ^b 9 j 0945 Lu öJjljj vjJLddö^J (JUJI9J0J 9 j jJIpuşSL) jlîöJjlj^ £j>> 4 ö 4 j 4J < 3 öJjljj ybj j\j 99J • 

:<bLu uwJ99^f 4 j4jo 


ping -n 5 -11 00 google.com 


4 ) LgJ^U /(C«j4SöJ <3jIS J 9 J ^ 54 ^ 1945 ) jlSöJbloijS |jj 9 JLb 94 J (JUJI 9 JÖJ IJö>Xl : jloj4i «jJ4j ,^uuud 99 J \jl> • 

/^45 u pdSdjuuJşJb 9 j uJuLu viJLulS 99^040) Jjo < 3094 $ <3>f4l UI 9 /<Jbj45u ^y>4j vLLuuubnj^SJöJ Ocp-4S <jJLuuuuJ 99 J 

:4j99öj4j vSjiJ* 5 9 J99^ 


ping -t -l 1 00 -i 60 -v 5 google.com 


<Jj99jöjU 0<p>4S viJLuuuJ j4J2> j\j (%gping%) C-UUWJ99JJ C-U0I9JÖJ lgj4j 4J99JOJ 9J /öjjjJ 9^99 J 4jIoj49 94 S <3jj4J 
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IjdböjXj dj\ş\xjdJb pdj öj\bjS Şdj ^JJjS £y>4*I> 9 J 

jöHo 9 (sysdm.cpl) 4^991* IjlJu jL .RUN ^yloj49 ,5^940^5' 9J ö>Sfb (Windows+R) J>\Sdj£$s 

.öjL\s 

Environment ) ^duöS^ 4J <£jS jU^U /<j & (Advanced) ^ 4 j j 4 *j 4 J 4 ^ 5 * /û 94 £jSûj 4 S , 34 jö) 4 j>J 4 j 94J 

,45u (Variables 

94J .4S0 (New) 4J 4 j > S' (user variables for %user%) ,^ 4 j 4 l û 94 £j 5 ûj vJ 4 jö> 4 >j 4 j 

: 4 jIjlXj ^jUşşJAöb 99J öşdCujSöJ 4 S ^djöjöoudj 
. 4 S 4 jLoj 4 S 9J JjwuJ99joj 4S4AJ9J Û9U J$->U Û9IJ9S IjûjI) rvariable name o 
•6*^99^ *Sö>jjj 9J99* 3 <Uloj 49 IjûjX) rvariable value o 


Environment Variables 


X 






Variable 

Value 



gping 

ping -t-l 100-1 60 -v 5 google.com 



PT6H0ME 

D:\Program Files (xMJVCisco PacketTracer6.Zsv 



SEE_M ASK_NOZON ECHECKS 

1 



TEMP 

%USERP RO Fl LE%\Ap p D ata\ Lo c a l\Tem p 



TMP 

%U SE RP RO F 1 LE%\Ap p D ata\ Lo c a l\Tem p 



Edît User Variable X 


Variable name gping 


Variable value: ping -t -I 100 -i 60 -v 5 google.com 


Browse Directory... 


Browse File... 


OK 

Cancel 


OS 

Windows_NT 

Path 

C:\P ro g ra m D ata\0 ra c 1 e\J ava\java p ath; C:\Wi n d ows\system 32; C:\Wi . . . 

PATHEXT 

. C 0 M; . EXE; . B AT; . C M D; . VBS; . VB E; JS; . JSE; . WSF; . WSH; . MSC 

P RO C ESSO R_ARC H ITECTU RE 

AMD64 

PROCESSOR IDENTIFIER 

Intel64 Familv 6 Model 60 Steooina 3. Genuinelntel 


New... 


Edit... 


Delete 


OK 


Cancel 


jyuûjûJ j^jJjSö j|j j 4 juLu 9 %gping% jaaJ 99 ^^ /IjlCMD yy ^S4 jûj4j>u4j 4J / v jJj5'ûjIj OK jLjL 

.oISûj 9J jlo^SûjbjS 
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History: 


https://en.wikipedia.org/wiki/The_Story_about_Ping 

https://en.wikipedia.org/wiki/Weston_Woods_Studios 

https://en.wikipedia.org/wiki/Marjorie_Flack 

http://vidyaonline.org/dl/ping.pdf 

http://www.latimes.com/books/jacketcopy/la-et-jc-the-story-about-ping-and-the-invention- 
of-nostalgia-20 1 30730-story. htm I 

http://dianagutenberger.blogspot.com/2013/03/childrens-book-analysis-story-about- 

ping.html 

http://webcache.googleusercontent.com/search?q=cache:http://ftp. arl.army.mil/~mike/ 
http://www.theregister.co.Uk/2000/1 1/22/ping_author_killed_in_car/ 
http://webcache.googleusercontent.com/search?q=cache:http://ftp. arl.army.mil/mike/ping. 
html 

• Commands: 

http://pcsupport.about.eom/od/commandlinereference/p/ping-command.htm 

https://en.wikipedia.org/wiki/Ping_(networking_utility)#History 

https://technet.microsoft.com/en-us/library/bb490968.aspx 

https://books.google.iq/books?id=Ua819DVKQPwC&pg=PA208&lpg=PA208&dq=ping+- 

k+HostList&source=bl&ots=MIH_nD3rAx&sig=QNNoUq3iqUi4Z5aUQyLzK3By3Zo&hl=en 

&sa=X&ved=OahUKEwj- 

8oO6huLMAhVB6xQKHZ0VBNs4ChDoAQgiMAI#v=onepage&q=ping%20- 

k%20HostList&f=true 

https ://www. m icrosoft.com/resou rces/docu mentation/wi ndows/xp/al l/proddocs/en - 
us/ping.mspx?mfr=true 

https://www.facebook.com/notes/52465751 7627824/ 


ICMP: 


http://icourse.cuc.edu.cn/networkprogramming/lectures/Unit5_ICMP.pdf 

http://www.daemon.be/maarten/icmpfilter.html 

http://www.howtogeek.com/howto/windows-vista/allow-pings-icmp-echo-request-through- 

your-windows-vista-firewall/ 

https://technet.microsoft.com/en-us/library/cc786463(v=ws.10).aspx 

https://support.microsoft.com/en-us/kb/947709 

https://technet.microsoft.com/en-us/library/dd734783(v=ws.10).aspx 

https://en.wikipedia.org/wiki/lnternet_Control_Message_Protocol 

https://technet.microsoft.com/en-us/library/ff4281 45%28v=ws.10%29.aspx 

https://tools.ietf.org/html/rfc792 
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IP Header: 


https://ask.wireshark.org/questions/32097/how-to-interpret-ipv4-header 

http://www.freesoft.Org/CIE/Course/Section3/7.htm 

http://blogs.salleurl.edu/data-center-solutions/2016/04/qos-b2016/ 

http://www.tutorialspoint.com/ipv4/ipv4_packet_structure.htm 

http://computer.howstuffworks.com/question5251.htm 

https://en.wikipedia.0rg/wiki/IPv4#Packet_structure 

http://superuser.com/questions/369594/packet-sizes-for-ping-and-traceroute 

http://www.infocellar.com/networks/ip/ip-packet.htm 

http://www.thegeekstuff.com/2012/03/ip-protocol-header/ 

http://www.inacon.de/ph/data/IPv4/Header_fields/IP-Header-Field-Header-Options_OS_RFC- 

791.htm 

https://en.wikipedia.Org/wiki/IPv4#Options 

http://www.pearsonitcertification.com/articles/article. aspx?p=1 843887 
http://www.freesoft.Org/CIE/Course/Section4/8.htm 


MTU, RTT & Timestamp: 

http://www.webopedia.eom/TERM/M/MTU.html 

https://en.wikipedia.org/wiki/Round-trip_delay_time 

http://searchnetworking.techtarget.com/definition/maximum-transmission-unit 

https://www.internetsociety.org/publications/isp-column-may-2007-ipv6-ping-pong 

https://www.cs.berkeley.edu/~justine/honorsthesis_slides_long.pdf 

http://whatis.techtarget.com/definition/timestamp 

http://www.systemcentercentral.com/quick-tip-pinging-provider-address-in-hyper-v-network- 

virtualization/ 

https://blogs.technet.microsoft.com/keithmayer/201 2/1 0/08/step-by-step-hyper-v-network- 
virtualization-31-days-of-favorite-features-in-winserv-2012-part-8-of-31/ 
https://blogs.technet.microsoft.com/networking/2013/08/02/cloud-scale-multitenant- 
networking-stack/ 


Youtube Videos: 


https ://www.youtu be . 
https://www.youtube. 
https://www.youtube. 
https://www.youtube. 
https://www.youtube. 
https://www.youtube. 
https://www.youtube. 


com/watch?v= 

com/watch?v= 

com/watch?v= 

com/watch?v= 

com/watch?v= 

com/watch?v= 

com/watch?v= 


M5h8BgZVPNM 

:9CH3TMZaN9g 

nCTqOuXZQws 

XOyösrAPhAO 

8PFFBMdyhm4 

:83FmYaB28Mw 

:QNKBT0M4Whg 
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OJ$*> ^oJI54J4ib4J 

4 Sj ö^X) |9dJböjj4j jjljjfiJ 9 ^j4& ö 1 *'^ 4i^-öj 9 jImmL 

https://www.facebook.com/SfD.h4kurd 
http://h4kurd.com/h4kurd/ user-1 1 3858.html 



